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±iBK36#4ilS5|Etc*tLT* >HR*flD/^ , 7- K*&ftL 
±IBBE56#H}*#S2S«SftT < **-#>*9«TS 

±f3*--<K>g*gfWgfI Ltc<7-tf>*WmT %><7 

±E«5B*at* © f - <k >«m#at*x 

fc ^ - # > ict e«* nz Bt^bit $6 1 #-a-r ^ 

±IB;I^#ffi5l5T ; -EniSiJ *n7««iltK** ftfc * - <K > 



±i3;S»#4fls5fcl*v 

Ts itez^st>mtbrc9i}?3*:f%n-?%<7-tf><om&z 

±IBIS5b#4S* <5 ftT < £ - <J? > £ gfg -r a 
±IBfl6fc*tt*tc*U,7\ jHIHMVtX^-Ki:* ±13 

±§3 ^ - <k y g«#«#g« l rc * - # > epbij-t s * 

-<K>EPByfM££:&fi§*. N 
±f3fl&5S#S5fcfcJ\ 

±IB;S»#4S*^ 6 ft ^ - <K y * v E;g 
±I3;BS#S*^6 ft Tffiffl tfWSiS ftfc * - tK 

>s te&ts, ±mmmm%imzwmznzi&m&m$iz 

ftfc?-#y*®m?z>?-tfym$E3i$Si£%ffi7i. 
±iEffiM%im3z<D<7-tfym% ; £m*, 
±IB;S»#JS** x 6JIHf*ftT*fc/\ c 7.'7-K^Sfi 
U SfLfc/<79- K0^3S»a*fflt % 

'£Mmmttmc*$i,f2,mmm<DM®&*m^z\% 

rc<7-#y*mm%mmz*iLzmm u 
±.msM%ffi%.<o<7 -tfymiE&mt, 
±13 Mmmtsxfr e> mmzn z&m tfM&zntc 0 - *° 
-yzmtt zm-gic 

"gfr^ffijEtztmc, smLtcir-tfyizmm-a-tiz 
'Ammzm^zm^ l rctssm znzt-tfymmt. 

&g Ltc <7 - «K y telBSlt-ft T l/> -5 - <K >ttlg ««— 
±EJ»*#tt*?B»J* ftTffiSjB«#*ftfc -;}f > 
EPBiJ?ftfc-?-<K>tcf3ig*ftTt^^-#>W^i:^ 

^s-ft/c/u^-K^priat^it^-st-rs^s^ 
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±iBI5^#4ffi*© <? - # >f|#^|Sli % 

IW! Lfc? -<K> <h«(c, 45HaWS*3SSCJcfett «tfi JS 

±ER5rc#4£*l*> 

y Tvus^Etrr^ -> y t , /u#*ib«#s* 

-tEIES***© * - # >«aE^K« s 

-> y t^s^, ±ib-> y 7*/u*^E«#«fl { iBtta* 

[ffsR^ 5 ] «5RJ1 1 , 2 , 3 gfctt 4 Btt4>*¥? - 
±E;ft'S#4M*t*. 

±ES5^#Sa5*tcS*LT> iSS^con 0 * 1 ?- KfciiffiL. 
T\ ^465£46fcn (n> 1 ) *fc^T*M6fc<t* JCWJt 
a&fcJHtfj*#8»-r3*-<K> (JXT\ hj 

763*<D?-*y KD^OWBr©?^-* h (JXT* 
**«r**-.y ki t^fo ) .hfciiiflLTs 2*ftgJX 

±EflE3E#«S*6(»6Slfl|*nT< y h£g«LT 
±IBI5TO#4ffi5l?ti^ 

*» ■BIHI^lSlStcWLTaSfflrr**!*? 1 *-^ hfg## 
Si, 



LfcH*©* (JXT, ru I Dj t«! 

&&&ttH i ( 1 3 i < n ) O^RT&g&flH i + 
ttftU ±EU I D*J«tO : ^Rra8SE»«Hn*x 1 

±E«*««l*(0^^-y l*»#3Matt* 
±E5H»#tt*fr 6 JtlTf fc/ iX 9 - K*5 «fc » 

^^pras^fflHiics^Ts 5Fpjise^«MBHi d 
g i < n ) ©^Rra*a«s«[Hj+i*)B*tn(u §«l 
fcRssfMKSrT-* yh© 3 •so^RraaaesMi H m ( 1 

■i 7 — 'K> -> 7. t 1 i^o 

[ffjRiS6] ff^Jll , 2, 3 3=fcfcfc4E«CD«?7- 
_hE5BR#4ffi^tis 

±EIEJM«B*fcS*L7\ \°7. 9 -F^MftL 

T> ^46^46 fen (n>1) tfcf£W-||M&fc£*te*4&je 

(JXT. hj t» 

±ESfi5E#4i*tc>PtLT, Iilf«)/U7- K<h. 

K05-S©««r©^^-y h (JXT. 
hj twr. ) <h£i!!«LT, 2*ft@JX 

•T*fc46lCf\f#Lfca*fl5fiS (J-XT, ru I Dj tM 

mttm^Ts mssLrdfsmismmbLrcmmtiimH-i 
zumtztmc it»L.fcPg^bit$B h 1 ics-^i^ 
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Ts PtefcflKRHi (1 =S i <n) OOPK^fblMH i+i* 
I^JH-SL. ±ISU I DfcJ:lWWb1t«Hn*x Itt 

±IB;»«#4S*^ 6 SHI * ft! 3- ft:/ \°X -7 - K£ «fc Zffi 

(1 S i <n) ©«HWbflBBHi+i*JIK!etf»U 9« 
Lrc»#a*««f^y K05«©l«*fbilBBHm (1 
gm^n) tv Pf^b1ffBHi<h^-a:L/c^6«'s n 

U I Dfc<fctfl!§^b1iffiH m -i£> XWfrv h<hL 

[fl3?^7] MSHI , 2, 3*fctt4l3*<D«?*- 

±KSEJ«SB*t;:S*L7\ >£S#<D/\°X7- KfcSHiL 
Ts ^<56£ 46/c n (n>1) tt^lfcttfet^lC^ttJt 

mto-O^trv \~<Do->5CDmm(DT'r-y h (J-XTs 
»*«*r^*-y hj .t^To ) <h£;&«LT\ 2«t@J-X 

«a*-r*^^-y ha«*«£*fia.x 
±t3flg^#a£*l*. 

±IB>S»#SS*^6jHfl*nT?-fc/\°7. , 7-K^§« 
U afSLfc/t*?- K<fc, ntt©^y h©ffl*«ai 
r*fc46JC^LfcH*©« UXT, ru I Dj tKr> 

T% 5W6LfdB**IB^bU/-cl»^biWBHi*» 1 & 
±IB^*Sffi*<D5 : -^y 

±I3>HS#«*^5»S€* tlTZtcJ \°X 7— Kfc<£ tf* 



KT>**HWb1IHBH B (1gmln) ISs§# 

v hT»*Bg^btfffiH m (1 ^m^ 
n) ISsSWfc^Ljb^PS^l^iSffiOBt^a^ffll^T 
«§Lft»SMI6h«U I D<ts m+l&gCD^ry h 

rcBS^bflB8HnH.i*s ^®^7htU, M;gR# 

[W3?^8] , 2, 3, 4, 5, 6$/cte7f3 

±I3;BS#ia5*t*, 

7- K*W»fbLT#S2S«U 
±!3Ig^#4a5*«, 

±IBJI!»«ai*6^6SHt*tiT* fc/ \°X 7 - Kfcgfll L 

i>tk/\°x7- K*a*-rsct*w«tr*«^- 

±13;Sa^4S*t*s 

±§3fl##4g5|?^ 6 tlT < ^. ^ - <K>o&g«-r 
±I3i5^#4S5t;tc>!>fLT. >S*#CD/U7-Ft, ±13 

^-#>swi*s^a« L/c ^-7K><b zmm lt> k 
±13 <7 - # y gfli^s^s a l * - a* > * awr * * 

±l3fS#«4S*«, 

jt#4jjj* tc» L TSMtr * ^ - # 
±I3I5TO#4ffi5feti, 

y, J5<fet>\ ±l35S»#4S*T-En»J**\Tffiffl* ,; ^* 

±i3;i»#4s*^ s asfli* nr * fc/ u 7 - k*s« 

U afflL/cy\°X7-K£7)7FpriffiS^B<!i:s 
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-<K>itHB t mz/i/m* t u niHHr sua* 

*ffltT«*Lrctt*t. L — <K >1f $E tft— 
*<h, »##^3pJfflt'* / >&<i:'blO(0»»«*»*<!: 

±SeK55#«!*H:»LT. U7- ±IB 

❖ - #>SMt*«K«MI L fc * - # > <b £>M« L T> M 

±E8##iS5|5fcj: > 

±1 smmmmmt? zmmz ht z to - F£g« 



#>*S«U S^L/c^-tfVKESsSttTl^T^ 

±1 BH##4ffi*cD * - 

lUm*,*, ±IB-;i*#4a5*{cJtfLT^«L, 
±IB;i»#4ffi5)5© ^ - 

2] 11^9, 1 0^fc«1 IIBttOB?^ 



(6) 
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immmi 3] nmm9, 10, n $/ct*i 2mmo 

T> ^A6^46/cn (n>1) tft/Stlfcto/fci:* K^&S 
tofc^^^*-r^-?-^> dxT> hJ <b*fr 

To ) IftgW^-y h<95g#££^;iRT£flJ 

±iess##aii5fcu:*rLT, a. Kt» ss^ 

3£*«fr^-y M <t*&rfo ) ££j£«LT> 2^gJ-X 

±l3#g##iM*frSM«*ftT<3^>y h^g«LT 
±fB#S##SiSi5fcti, 

±l3;HS#iM5l5^6fl#*i ,! ^*n/c: 1 *fc@(D^-y I- 
±fB>«g#S*^6^#6^3?5-nfc2^gJXP#0^^ 

<y f*» mmmi£mmc*iLzmm?% : f'rv hmm^ 

U Sfll L fc/ iX 9 - K <t v n tfcCD ^ y -y h tDHI^ISSU 

■r^fc46ic^L/ciii#wfB (jxt\ ru i dj tm 

mmmmH] d^i<n) ro^Ri^^i Hi +i^m^ 
w-su ±ibu i D»j:a5FRraaE«i«Hn*x n*a 

Of^y h<bLT> R»Jt#tt*fc»LTi3S«U 
±SB>S»#«*^ 5 mm* tlT * fc/ tt 9 - Kfc £ l>"58 

#/ew- l 6 & i^waotwi <t £>i*s u sue l 
^i<n) <o^raaE»fliHr+i*iii3jeftjiu §«l 

rc»»»*«Br^<ry h©5«©3FRra»*«l«Ha (1 
^m^n) <hs ^ifiS^Hi UfcftSfck 
ntfeO^y h<0»#*SB7U -StLftCft6«; ± 
IBU I DJiJzO^RliBaSlfllHm-i^ $XDT*V V t 



[ff3<J|i1 4] W*]19, 10,11 £fcte1 2g3«<D 

T> ^46^46fcn (n>1) mcim&fi: t K^ttJg 
46fc<a*^»-r^^-*> (JXT> r^/r-y hJ t«i 

mfroT-trv no a -b h out. mm 

t, 

±IBfg##4iS*tt. 

±iBJim««*^6«#fl«***nfc i *fiaco^^-y h 

±!B-;8»#«*fr6iiH«3-nT^ fc/ U7- K^Sfl 

r*fca&fcf«r#urcH*©fii (jxt. ru i dj 

To ) <t£i®eu Lfi^Hl 6ft ^»aw>ww- 

tt^ffl^Tv »«SUfci|S**ie*fbLfeWMWb11l«Hi 
£f+3Tf kittle. I+» L fcBg^<b1f ® H 1 1cS^ 
Ts Bf^btffSHi (l<i<n) ©flWbflHBHi+i* 
BRfcttWU ±IBU I D&fctfflreflSflMHn** 1^ 

±IBH##4ffi*<7)^^>y 

^##/c^l_^*P6ftl^S©Bg^a^ffll>Tx a 

« Lfc^^Bt -wb LfcBB^kflMB h i mm?%£#: 

It, It»LfcBt^b1t$6HitcS^T, Bf?{bfltttHj 
(1 ^ i <n) ^^b1f$eHi + i^|II^|+WU S« 
Lrt»»»*«Bf^^y h©5«©«HMbnWBHB (1 
^n) Bg^btt^ H 1 1 L ft 6 n 
«Of K0»#*«7L, -SScLft^ftS^ ±13 

I, R5«»#4S*lC)itLTiiM«t-5e:<!:^#m<!:-r*« 

[ff^Ill 5] ff3?319, 10, 1 1 $fd*1 2I3tgC0 
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Ts ^tbfetbtcn (n>1) #7S*£l&/c<b^K^<$6:£ 
SSMRSr^y M i»T. ) tZMimLT. 2&BJ.X 

±S3f&#*4is*l*, 

±K>im#*ii*fr ft t * &/ \°x u - k*sa 

±E5H»#«8*^ SiMfltf ftT^fc/ \°X 7 - Kfc «fctf» 
hTS6*fl»<b1t«H m (1lmgn) 

««*«f^y hT3&£B§^btf?BH m (1gmg 
n) «^7^*LfrfflSft^W»(DWf^Bl''T 
tt«LftttJM6n«U I Dt, m+1 h 

[fi?R3l1 6] W^9, 10, 11, 12, 13, 1 
4 £75:1*1 5f3ii<Dm?-J'-#>>/X7 1 .kT-3DoT, 

±IBB##4IB*U:** LT/ \°X 9 - K^JUffif ^Igilctt. 



^c^J^t^^#comF^a^ffll^TK/\°x , 7-F^Bi^'^b 

±f3?i*#4s5*6^3iffi*tiT#fc/\°X'7-K^S«L 

[is^i 7] ;NJHKftyjar«<j>tt< tt> 1 -sosim 

#4S*tv JR*##fUJBTS'i>fc< £«t» 1 0(DI5^#4S 
±I3H5^#S*«> 

Lfc>T»#**#Sa£««!rftT < 
S/tX'Z-KfcgflU gllL/cKX 1 ?- K<bs 

±IBISro^4ffi5fel*x 

*fbLfc*SjRt, S«Lfc*-:j*>(cEtttfftTl/>*l* 

«W0ES**©^ -<K>6\ ±IB;«a#4i5fe7-EPS'J* tiTffi 

EP ©J * ft 7c ^ - # > I c IB W * ti T ^ S <7 - tK > 1f fg J: 
tfWW*b1»«*«l»U JH»#^6a5**ftfc/tX'7- 

iRiusg^b^aTPg^bL, vsmtLtdtsnkt. mmL 

t\ *y h^-^^^LTffiStc^^ftT^S^XSP 
©«#*J «fc «H0E*fir 3 o T, 



(8) 



ftfflW- 1 1 -3 2 82 69 



#>*S8«U S«L/c/\°X-7- KJSitf? -#>1M! 
E*K*U 

EPB'J^nfc * - U 6 OS* nfc / \° 

KaScfcl*?— #>£§fSU gliL/c/\°X r 7 

[000 1] 

•y h *7 - * ±K MK$ nfc/ t- ^ +• / MK6j£7S & 
[0 0 0 2] 

iSSSW-WtSIffSS 0iO\ ICT r*-# 

t*. 1 w.z°mjj*:f%mT t, m&tiimifm&brct 

[0 0 0 3] 3fi*ptDlf*B$SSt<D?iii£iIff33 



7h7-^^ Lfc«?BfflK3 liflBMcSfen* * o K 
[0 0 0 4] Z.0>&otl*v h"7— ^^Lfcm^iSU 

gucj&^T*.» }gs#-y— tf^o-BSi lt^-<k> 

6\ ^cD^^-^^^ritf-LT^t^fflLfcys 
* tiT L £ 5 <h l-> o ?a*Vfc 35 

[0005] zcokottm^-zmittztcisboyttm. 

[0 0 0 6] SfH <D*f?fi«t L7\ a^^-TKV^X^iU 

: wt-mm, Kftmis (1996) j ©i33i~ 
1 3 8jncH5**nTf*o c<D^TO£ttfMN» 

[0007] mzmit. *6Lfti^?'t-y 

[0 0 0 8] Sfc. m2<DW^<hLT, nW—tfZ/*/ 

m^-#yz&%h^fr*mmtz>&o\zL.T^2> a 

[0 0 0 9] *81C> m3(D^i:LTs 

it. mZl£> ropenDes i gn (1 996/6f 
No. 14) : CQtBRSttJ ©1 0 1 H~ 1 1 2Mlc|B 
«*nTl^-S SSL (Secure Socket Layer) 

[0 0 10] 
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??-<K>£SttlCEPIji!jU ^5l5tD$ft^-XCr>^-/K><i: 

[0 0 1 1] flEffl3ff*5/U7 T ;U#**IES8fln*« 
7KV««)l!ll«ai*fl!)E1i»»*l»6Ja*tlfc»&^s EPfS'J 

[0012] seic *»rtfc^*»fct#tcab**« 

y-yhj ) **y»3Jf£tcW:» 1 4ftT'^* 

[0 0 13] *&mit, ±IB*1flCti^T^:*tL/c i t>(D 

— ? ±k hk$ nfc/ t- * / < > m 

[0 0 14] £fc, 4&i&0>flb<Dgttl& ^fry h^lZ 
y ft o flE«5#©* BBS* S T C <t tfT? £ J: 3 

[0 0 15] 

»csa«*nTfty, ±i3>Bis#ai&*i*, ±.%m^^mm 
❖-*v*sflrr«f-?K>affi#atx ±ibis^#ss 

#!8#g« L tc 9 - <K > t L T, R? - 

«#s#s« l it <7 -tf>*mmt z> f? - * v £PB'j#fs 

3 * - # >»##8 <h , ±IB>g«#4S5l56^ 6 SSflRrftT 



mi. ±BB>g«#4ffi*6^6iiiffl*nT^fc/\°X , 7- K=fc 
SiU MLfc/<X7-K<D*RTaHHfttt£» 

fcl««4b1lBit*» 5 *1rJb6& ^- * <t L TE« L fc -7 
LT£ftU ±EJK^«4»*<0^-#>«liE^g»*. ± 

*fbHHBts SfcLfc^-tf^fclBKSnTl^PWfb 

t N T Bg^fb L fctt^ bflWB <t s K W L fcflHWblWS <k *^ 

[0 0 16] *1 ©«aHC«fcntf» ^A/**lTt*H^ 
^-*°>ttlfilc-Pl>T> *ft«WbLfeH»<b11l* 

s «fc o ic l t t^*©T» mmmt* - # > £ sua) l t« 

B6HHbfll«*«diEr*CtT, ^-?KV©flkJfr¥»*#A/ 
[0 0 17] Ml<0lB*»c«fcn«^ f-?K>©« 
BllpI^7 :, -^<bLT§3t8L/c^-<K> 
IftflfLfa\'X7- KOD^RTifiatttttx ^-#> 

ici3tt?nT^^?FRr^jsffl<!:^j±^-ri.3:tz : \ m 

[0 0 18] ±S3SS^#4ffi 
*fl!)^-#>«#*att, J^LftltRtt4<, ±13 
S3S«SftT*fc/<X -7- K^§«U § 

^Bg^-73iCtcfc^§B5^#CDiKm^^ffll^TBt^bL/c 
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?-;Kyicf3§6*ftTi^x^*/U^&:&. 4iM«BS# 

are- l enzt-tfymmt. u#Lft^ 
[0019] s-sic it i ommz&^T. ±I3IS^# 

«I*8W4» §fsLfc?-<K><ts K-?-<K><t«lcS 
[0 0 2 0] C©«(:5Ktntfx ^-?K>OffifflWfmt 

[002 1] *6tc, Hl©««tca^T> ±IB^-<K 

±fBSS^#4a5*tis Sft**»»»*(0^-7KV 
fcE«Sft7V**-<K:/« ©-> U 77l/»-Sf£iBH 
'J T^I/S^ieH^S**** «fc 5 ic U ±1316^ 

U7 7 /U»^IB«*fiS6 ! «s3iS^*T3S:l^^g<)^^II-r« 

[0022] c<o*3icmwf» ^ — ?K><oflWB-¥>3ctr 



[0023] £/cs ±Bflfi©e»*»«-r«fca&tc % * 

fp£t4, »2©WltU> « 1 ©«*fcfcl^T» ±13 

•7-K*3»iLTs ^46S46fcn (n>1) 

r?^y M i^fo ) co^-5co, 1 tfce^y-y htD 

LT\ SMMMO/^^-Kt* WW**©* 
*y KD3-B<D«*r©^*-y h («Ts r»#gjp*«R 
I- J ) <h£2Mf LT, 2*fcBW*©f 1 $- 

y HMI#tlW-««-7 h»#B**St» ±IBJK 

5f^7 hg**«i:*«a.. ±f3S5^#ffi*l4. ±13 
*WWt*frS«i«««**in: 1 tftgfD^y h*. 
E^IHNII*lc»LTaSfflrr*«BH^y h«##© 

IS14, ±E5IW#tt*frS3^;3rftT*fc/'ex , 7- K=6 
5M1U MUt/ta^-K^ njSfflf t7 hODiS 
*SUT*fcttU:tt#LfcBW<D«l (J-XTv ru i Dj <h 

*ra*SBMBH| (1^i<n) ©^RlffiSgifflH |+i*M 
AIMfU ±13 U I D£«fctf^Ria!*SS«Hn^ 1*5 
l©f^7 h <t LT, K>»M#4s5*IcWLTjM«U ± 
BIBJMrtMSfiD^^y h^#?®t4, ±f3>«»#ffi*^ 

HiJca^Ts 5FRTa»SJftffiH| (1 ^ i <n) (D^FrI 
S#«*7U -aL*f*6tf, ±13 U I D*iJ:tf3F 

[0 0 2 4] *2©««(C«tft(*. 5H«#7£W-LjWOS 

asm®) t> ntfecD^^y h(Dm*mmTZfclst><DU I 

u nsson-msjR, n-1»aottJWS*, -, 2 
*SOtt-mSA, 1 •BOIMntfll«t:t^3M>Ts #1+ 

[0 0 2 5] »2 0««[ca^T» ±l3Sfi^#4ffi 
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±E5l!m*«*^ 6 iMfl^tlTi* fc/ \°7s 7 - K£§« 
rafc«6tc^LfcH*«)« (fiTF* ru I Dj tm 

to ) £*5wsu jiisimmrmLfrvnziz^mmom^ 

*ttJW * <t«K, I+S LfcWHWbflHB H 1 icm^ 
Tv Bf^blffSHj (1 S i <n) OBS^blWIH i+i* 
MRfcfWU ±13 U I DfcJctWWbltfflHn** 1ft 

< x ±iB>Ba#4g*^62ifg* nr^rcj \° 
1 £w-irr 3 <t n-s Lummtm m h ^ 

T> HWfcflBIHj (l£i<n> <DR894bnHBHi+i« 
BRfctW U Sfflt L fcH#3f*Sff -y h © a "StDBg 
^btS$SH m (l<m^n) <b. P8*fb1t*Hifc#-a 

±tBU l Dfii^Pg^fblWaHB-i*, 
^•y htLZ, K)SS#4S*lcS*LTiiSfg-r*«fc5lc 

[0 0 2 6] $/c> Hf2£>*K«H;:33^T\ ±I3B5^#4i 
#LfcH*<D« (J-XTv Tu I Dj tffcT. ) t, 1tfc 

«*n»*fbLrciit*fbitaHi*» i«ts^7hi 

<. ±ffi>H*#*lli*# 6 «Hi2T*lT ^ fc/ \°X -7 - Kfc<fc 

t#8#»*«*r7-<rv h^Sff U S«L 

«f^^y h"?»*flHWb1WBHm (1 <m<n) JR 

U f?T'fel^5^ §ffiLfc/'U , 7-K<b. §{§L 
fc*Mtf«WWr*$-y hTSSHHWblWBHi, (1 

Ttt«Lfc*S*»6tl*U I D<b. m+1»Bfflf*-y 

WSfc^WfcOHHW^fli^T. SWeLfc*SJR*Bi^b 
Lfctt^blffgHm-n^ *fflf^7hiLr, 
#4S5RIC^ L TBSflrr £ <fc a (C L- T «b «fc l\ 
[0 0 2 7] 



[0 0 2 8] MT<01Sm?&M.T&tmiCl3^ 

[0029] (« i ©nsfemsi) * *\ i 
[0 0 3 0] B1H. *i <o*a©B«fc«s«?^-?K 

[003 1] Sll ©*S»Bttte«*Wf ^-tfVS/Xf 1 
A»s -M«2 0 0i~2 0 0 n (JX"R Wc r?«#2 

ooj tt>»r. ) fc<fco-is^#i oommtz'sx 

S«*?*S5ilH#fl|5l5 2 0 1 i~2 0 1 n U-X"K ¥tc 

r-MfS*20U ) t. as^#i 0 0# 

5pjffl-r*«5iE?a5SjESS#** i o i tt\ -<y*-% 

•y h*flW»l«3 0 0*^-LTStMC»«*nT«W8* 
[0 0 3 2] It 1 OWBBBKW^I^-jKV^t 

Atcfc^rtes -;g*#2 o o6\ mmmmm 2 0 1 

mLTs ?1««3 0 0^^>LTBS^#4ffi*1 0 1 tOP^ 

tt- y yr^ciiz 5 , sg^#i ooic^lt 

cfc^tCLT^^),, ^COt^s iS^#1 001*. SSto#4S 
*1 Ol^fU^LT. >BJt#2 0 0lC^LT-?-^>^ 
fg#LfcUs -;«*#2 0 0lCj:oTffiffl*tL^0-*> 

[0 0 3 3] *l©*jBB«»C«**?^-<K> 
S/XT^lCfcl^Tte, ;«a#2 0 0 6\ I»f«*2 0 
1 ^"JfflLT, £^#1 0 0lcJ:oTf*#Tt-nfc^-<K 

T% US, IE9E«1 0 0lt^LT^-*°>c0ffiffl^5t< 

0 011 IS^*4S* 1 0 1 LTv ;i^#2 0 0 6 1 * 

[0 0 3 4] W1 ©»«0E«K«*«^- 

/K>->x^a^ m<wffl3 o o&ftLz'irfrn&'mTm 
mB\mm*mm.Tz>tmz, 5ss#2oo6\ pg^#i 
o otcjcoTii^n/c^-^v^, a««H3 o o±ic 

[0035] mz, m i ommmmimzn^-xy 
isxT^mmtzmmmm*. i o i fc^^sa*^* 

[0 0 3 6] H2ttJR*#tt*1 0 1<0/\-K9i7'«l 
[0 0 3 7] H2lCmf«fc3lCs IS5t#4S* 1 0 1 tt. 
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gno4t, ib«^m i o 5 1. tp&mmgim. (c p 

U) 106t, — PttBttM (^i'J) 1 0 7<t^ /t 

[0038] mm^y^yx.-x 1 0211 muss 3 0 
o^lt, jgs#4is*2o 1 tarn??— 9<o^*m 

[0 0 3 9] $fc, 1 0 3 H\ KJHHIftc 1 0 

1 *?!lffl-r*K56# 1 0 OlcWT** yfe-S>#**jS 

[0 0 4 0] £fc, AftgBI 0 4ti, I65t#4ffi*1 0 

1 mm-rzmmm 1 0 o^-^^iwMMfA^-r* 

[004 1] Sfcs IBH^B 1051*. IS^#4S* 1 0 

[0 0 4 2] ^fcv C P U 1 0 6fcl\ B9B*V5fe1 0 1 

[0 0 4 3] S/c, 1 0 7KW\ Th^U-^-fV 

9*s7srU (J-XT> TOSJ tfW. ) 1 07at, * 
-#>f%& • ttBE»ayp^7A 107bt^ft, C 
PU i 0 6/«ffr*yay7A«MWWW*ft 

[0 0 4 4] OS107atl JS^#4i£*1 0 

1 0 7 bW\ >Wt#2 0 0KttLT^-*°>:&f§#Lfc 

[0 0 4 5] H3li>gJt*Jf£2 0 1 <Dl\- K^iT 7 *! 

[0046] 03 lC;*r J: 3 IC, 5ftS#Sit5fc 20HJ, 
affi'T>-J?7x-X2 0 2 t. «igi2 0 3<t> A?J 
=&B2 0 4<h, IB1f=!ilB2 0 5<b, f$401&B (CP 
U) 206i, -KSIBS^B (^i'J) 2 0 7<tv EPfflJ 
SI2 0 8i^ /\*X2 1 0tC<fcoTSincjgij8Sttfc 

[0 0 4 7] ii<S-f>^7x-X2 0 21*. i!flMH3 0 

o^^lt, wmmm^ o 1 torn-??— 9o^m 

[0 0 4 8] Sfc, S^B2 0 3l*. >g»#«5|;2 0 
1 5*iJ«-f£;«S#2 0 0fcJWWy*-J>W«w 

[0 0 4 9] Aft£IB2 0 4te. >i»#«*2 0 



fc*!>tcffl^eti^ta3T^y, K-^^xsr? 

[0 0 5 0] $/c, IB1tgB2 0 51*. >B«#^5|?2 0 

[005 1] $fcs C P U 2 0 61*. ;«g#4j5*2 0 1 

[0 0 5 2] £/c, ^tU 2 0 7tCli. OS207a 
^ • §f • 5!li7Py7/ J ,2 0 7 b 

t^-otc, CPU206tfSf7t *-?n??LM#-9& 

[0 0 5 3] OS 2 07 ate. jWS#S*2 0 

1 ^COfiJffl^tTdfcfelC, :7 7"Ol>®£. 7 p P-tr7s < g 

a, x/ ^rxes^ o fctttgsmr ztc&ozru ? 

^2 0 7btt> BS5fc#1 OOttWLT^-'KXDfg 

<K>*§fiL7cy. B6?B#1 0 0lC*fLT^-*°>CHI 
Ltc y f ZtcVXDZf P ^7^7*5. 
[0 0 5 4] BJB>J^B2 0 8«, SWSx-^ 

[0055] jmc nKD&tmmcto&vf-t-tfy 

[0 0 5 6] J-XTOmBfldot^T, 5HH#2 0 0tf 

SfcfiWctt. 5HB#2 0 0©»^t«fc^T>l! 

*#s*2 o i tfiffu as^# i o offiyotmit, 
nmciz, wmm-\ oo©«5ucj:-3Ti536#«j5i5i o 

[0 0 5 7] 14li, ;ge#2 0 0*\ 0 01C 

[0 0 5 8] H4lcaSt>Tv 5»*t2 0 0tt, SS 

^#i oo*»6^-?K>©»#*a^**fr«aifcLT 

l^tOit^ (S 2 0 0 0) c 

[0059] -;i«#2oo«, *srrs 

S (S2 40 0) «fft\ Bg^bL-fcgAtD/U^-K 
50 15, flgjffe* 1 0 0 ICStfLTalHST-So 
[0 0 6 0] ifi^#1 0 Oti, /U7- K5 0 1 £gfg 

rstx tas-r*^ (si 300) 

t\ ^-<K> 5 0 2 <ks ^-<K> 5 0 2<D7~J$lUm%> 
5 0 3i^ ;S«#2 0 0lC^LTjMffl-r-5„ 
[0 06 1] «I#2 0 0tt, 7-tfy5 0 23S&Zf?' 

*j*>vmfc 5 0 3*&m?z>t. «ars^-7K>s« 

SIS (S 25 00) SffiLfc^-^ys 0 25 
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[0 0 6 2] H5tt, mc?-tf>CDf%%*&ifZ^2> 

•;ia#2oo*\ »fflfl3 o o^uf -r-/««ffl 

U fmmi 0 0t)\ <7-tfy%:m3ETZ$iT*<DW}tt%: 

mm? % fcfecDm ra* 

[0063] h 5 leaser, mzv-xz/omm^w 
ymm (S26oo) *ni\ v-tfy&mt&m (S2 

5 0 0) rA#Lfc-?-/1f>5 0 2 t. Pg^fbL/cg* 

©/tx^-Ks o 1 <h£, js&tM oofcWLrasflrr 

[0 0 6 4] H63E#10 0«v ^-<K>5 0 2asJ:l>7\° 

X7- F5oi z&mrzt. '&M-?z<7-tf>mtm 

m (SI 4 0 0) *fjl,\ 0 
[0 0 6 5] I6(t Sllt^-?KV©»#*S»J-re-5 

y^mmmiz-wmLzmmu mmm-\ oot\ 
[0066] a 6 leaser* mo-Tfsyomm^it 
ymm (S2700) &m&xrc<?-#yso 

[0 0 6 7] SS^#1 0 0l*s )1Mf2 0 0^#Uc 
*-<K>5 0 4£gttSX£<£, (SI 
4 0 0) fcfje, &l+W.-orc<7-tfy5 0 

[0 0 6 8] H7t4, H4©^-?K>H*«yB (S 2 4 

00) cosas^n-^-^- hrsf , *5asi*. # 
>fi# • Sffi • ««»«:/□ 2 0 7 bie<tom 

[0 0 6 9] H]7ie*vf J:?ie, ^-,lf>S3?5as (S 
2400) leaser* ;i^#2ooi*. sr* 

0 0 left Cr* &|JMMH&5&3Mc33W-S«96# 1 0 0(0 
aH»*»*U 45BH«*Sflrrs Uxy72 4 0 

1) c 

[0070] iir> >«s#2ooii, mstmtLtm 

SSe/N'X^- K£A7jt" 5 Ur7 72 4 0 2) „ 
[0 07 1] Mer* -;i*#2 0 0li, 7?7 72 4 0 
2rA73L/c/\°X'7- K£> Xr7 72 4 0 1 T'Af L 
feii«W*fflerP»^bL (Xf772 4 0 3) s sg*§- 
fcLfc/tX7- K5 0 1 Bg^#1 ooie*tur2t« 
f-£ Ufy72 4 0 4) „ 
[0 0 7 2] IU8l*s H4©*-«K>«#»S (S 1 3 
0 0) <0»l7n-ft-h?a5»J, *5Qaii> -7-*° 
• ^SESaS^P^iA 1 0 7 biejcormi^ti 

5 0 

[0 0 7 3] El8ic^-rj;aie, t-tfymmym (s 
1300) leaser* is^#i 001*. £?\ w»fts 

n/c/\°X-7- K5 0 1 it^mtZt UT7713 0 



^1 302), £«BttWft«*ffioT/tx 

■7- K£Bg#<b?-£>#J£^Lre£jb\ A 0 *?- Ktfil 

ti3oo &mm-zmiz~&mzw3:itntf, £o£ 5 

[0074] gier* mmmi ooi*. xx77i 3 0 
2r^tfc/\°x , 7- K501 te^nffi***strr u 

X771 3 0 3). J-XT, /tt^-RcJFRiaaHfr&SS 

[0 0 7 5] iKer. fl£ro#1 ooi*. ->g7 7 /u»^-, 
#><0»*l=Brs^-7K>1IWH«BB£L. Ufy7l 

304) , mfeLtc<7-#ymm<DT> f $)i'm%,%:. m 

^#1 0 0 JieTtHWS Ufy7"1 3 0 

5) „ fir X^^^l 303 T'wYMLttpIM&m 
m, Xx\x7l 3 0 4T*RJgLfc* Xxv 

71 3 0 5TMH-l*Lfc7 if S>*;l/»&* % 1«rTI6&7 ? - 

2> Uf'j7l 3 0 6), 

[0076] «ser, i5^#iooii, wmt lz<d? 

-/K>5 0 2^CDt ;;, v > '^;U^« 1 5 0 3^s KAftM 0 

(HDwmm&m^TwtnL ut7 7*i 307) „ 

y7"1 3 0 6rfFJ*Lfc<7-*°>5 0 2<!; N 7?7 71 
3 0 7 rHWLfc5 !f v'*/l/»& 5 0 3 t*. ;i*#2 0 
0leMLr3M«f^ (7x7 71 3 0 8) . 
[0 0 7 7] IU91*. WAOV-tfy&mt&m (S2 5 

oo) (ommya--^^- hr-a^A xmrniz, 
>^ • sa • msmmzfa<f^L.2o i biej^m 

[0 0 7 8] IH9ie?5Vr J; die, *-#>SflMBi (S 

2500) leaser v -;b«#2oo«> i^iootf 

7£mLtc<7-tfy5 0 2*3*Zf 1 r a J*llrm&5 0 3 £g 
■tt-r^t (Xf772 5 0 1) , SfllLfc^^/H* 
5 0 3*WE«:t7, gfSLfc^-<K>5 0 2 6\ 
ii«ffl3 o o^^LriUff ?aar < ^.F^ieE&#A,*tir 
e&efrSfr^&EE-f £ (7x772 5 0 2) o 7x7 

72 5 0 2ri*. iL<(i, >Sa#2 0 0l*. ^iELTc 
?-#y 5 0 2 <h s gftLfcxv*^;I/S* 5 0 3 ^Sg^ 
#1 0 0®2H»£ffleT«*Lfci|g*£*tfc«U Pi 

re«:ei:fiJWfr-5o 

[0079] ^-L-r, *#/u*nrefte3S:si*» Sfli 

Lfc<7-^>5 0 2^l3tt^S2 0 5le«#-ri. Uf 
7 72 5 0 3) o 

[0 0 8 0] ee?, -7-*°>5 o 2i*> mz&, m^ 

4 ie^r j: oftmRtrz, z. t&T*%, smmcm^m 

W2 o sieSm^aa^cfedle-r^JitAW^Leo 
[0081] nil oii, mso^-^ymm-ty^^y 
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mm (S2 6oo) a)mmya-9- +-t*T«y» 

St*. <7-7K>^a?.g{S-f«fH5QS^P^/*2 0 7 

[0 0 8 2] HI 0lt^-TJ:5lC, v-tfy&mir'y^ 
■<ymm (S2 60 0) tcjj^Ts >B»#2oot*. s 
r; is^#i ootc^LTs oo^msi^ 

#U £Mtt«SflTr3 (Xr'^260 1) o 
[0 0 8 3] gnt>Ts >SR*2 0 0t*. e»7£WUW3l 
e&tvU^-K (S240 0) T 

A^Lfc/\'X7- K£:Ir1 — (DliT^^?— K) £A73-T£ 
Uf-yy2 6 0 2) „ 

[0 0 8 4] fft^T, 5«S#2 0 0li, Xr7^2 6 0 
2tA^Lfc/U7- Xt-v72 6 0 1 T'A*L 
fciJBIttfcJll/'TWH^bL Ut'>72 6 0 3) » Pg? 
itLTcJixrP— K5 0 1i, 09IC/TLfc^- # >§fg 
ttUl (S2 5 00) TA^Lfc?-*°>5 0 2<h£, IS 

jb#i o oizttLzmmrz af7y2604) . 

[0 0 8 5] 01 1W\ H6£D'>-,K>'(lffl7(-75'r'> 

saa (S2700) ©5as7P-5=-+- hT-sy, 
s»> ♦ s« • mmmyav^u 2 0 7 

[0 0 8 6] Eli iic^-rj;5ic. ^-?K>«ffl*7^ 
-fVSaS (S2 7 00) ICfcUT, &Jt#2 0 0& 111 

9icmLfc<7-xy&mmm (s 2 5 0 0) ta^l/c 

^-#>5 0 25, EPBiJ^S2 0 8T«]t5 (7x7 
72 70 1) . 
[0 0 8 7] mmZtltc<r-#Z'5 0 40>m&, 

lis 01 4(C^Lrc^-#>5 0 2©JBSCtBI«<WBiC 

[0088] «!i>Ts -;B«#2oot*. epmznrc?- 

X7-K (^-#>»*j6S (S2 400) TATjLfc 
/tt^-KfcH— <D/tt7-K) £\ B£5S#1 OOlcS 
if* U7772 7 0 2) . Xf'>72 70 2 

0 1 

[008 9] 012^ msftzzfrnew-tf-stfim. 
mm (si 400) (Dmmyn-^^-bTSoV, *m 

mit. <7-tf>&& • eHiSas^P^^A 1 0 7 blcj: 

[0090] mi 2n:^-rj;aic N ^-/Kv^nsaa 

(Si 40 0) ffiffl*n*^-?KVfl«, ii<f*i3 0 
0^^>LT^-V^'T>T-B^fc^-^>5 0 2 765 

5 0 4T253*>MC<fc^>T\ »S««»6^tl* Uf 
771401) „ 

[009 1] j*®Jt#*n/c<7-/K>5 0 4 
ICtt, S5^#1 0 0t*. 7x771 4 0 4<D»E^SESa 

o -7-*> 504 iciBKSftTt^sfflit ?B£iM# 



[0092] %tc, mmm3 o o^^ltti-v^-ot- 

W/»ffc*-#>5 0 2?*S*^K«» BSst^l 0 0 

K5 0 1^gfgL (7x7714 0 2) „ g«L/c/\°7 
■7- K5 0 1 B£^#1 0 0©«S»5ffl^T«ff 
£ (7x771 4 0 3), 

[0 0 9 3] 7x7 71 4 0 4T-B, IS^#1 0 0l* s 

[0094] 7x771 40 4CD»E^liSaSC0$£^ 
tTfflflltlCWTOttiKfift LfcH^fctt (7x7 

71405) s <*-tf><D-nmm*ffi±?%rctt>ic, 

«ia*5"J7;WWUI«KI*L (7x7 7 
1 40 6) % *-<K>(DjetoSftfcaW3*S»*-e* 

(7x771 4 0 7) „ £/c, loH^flTS^f; 
*£tc« (7x771 40 5) % X^-jm&mfTZ 

(7x771 408) „ 

[0095] 01 3t*. 01 2<Dmwm£mm (7x7 

71 4 0 4) ommyn-?*- 
[0 0 9 6] 01 3(C;jVt<*:5K, SMEStBflS (7x 
771 404) Kfcl^T. OOte, «® 

(7x771 410) „ 

[0 0 9 7] LTs ^iBC-g-teLftttftfeT (7x7 7 
1 4 1 1) s fft*5-6v H-»Lfcx5/*/l/»&fcs ^~ 
^>lc|B«^nTl^x-7^/U^i:6' i -&Lattti 

'fit* (7x7 71 4 17). 
[0 0 9 8] ttHlC^ttrntf (7x771 4 1 

D s r*to-S> H-ltLfcx^/Hl^ix t-tfyic 
IBUtftlT^Sx^*;!/** »rr*H#x 7x7 7 
1 4 0 3Tl#fc/\°7 r 7-K &Jt#2 00fr& 

enfc/\°79- F) (D^FRl^^i^ff-SU It» 

T^s^RrassfttttasR-r* (7x771 412)0 

[0 0 9 9] 7?7 714 1 2(DM^I> P5##— 

stL^^nti' (7x7 7i 4 1 3) % *-#ymmv$(o 
T-«^<t#^.5n^©T\ x^-sas^n^-rs Ux 

7714 18) o 

[0 10 0] 15^10 01*. tli LT<D-i7 — 

*»*«aEE-r* (7x7 71 4 14), BEfcStaWFftTl^ 
(7x7 71 4 15), ^-*°><^-S«ffli: 
l^lft?, I7-Jra**fit« (7X7714 1 
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9) . 

[oioi] mmz. mnmi ooit. «®<bLT©-7 

[0 10 2] Ctl6^T©«SE»C^tt-rn(#» 

[0 10 3] W±KRBLfc<fc5fc, JS1 ®&ffi?ftttlcff 

SMISBB, ^^©ftzT^ftTttE^-^VtiSIS©^ 
BBS#1 0 0/cttL6^PS&^1fl6T-S 

[0 10 4] fitoT, JSlOD*j(0ei8tc«-5«?^-<K 

[0105] sfc, an (Dmtmmim^>m^-^> 

t 1 '-* <b L-T§B« LtO-tfyZfFmTZxt. o lz LTl^ 

*g2 0 0/ctfLfr*PS&lV\°7. , 7- 0 0 

IC&ctU i»#2 0 0#jf^Lfc/\°X'7- K(D^FRljffi 

[0106] H69T, »i ©*i©e«tc«**?^-# 
[0107] mi (omtmrnimzmTt-tfy 

**5StcfiW*K5S# 1 0 0©»«Mcfl!l/'Ttt*Lfc 
*R3" £«fc -5 L/ctfy^jr; LTl/>£jb\ f!55S#l 0 0/S* 

[0108] m-\<?>mMftmimz>w??-tf> 

«\ *RT&»m££i^LTt£B#&^©T\ 
■7- K©*pT^*«tf*-S?*S*£fc % $MJ|*2 
0 0jb\ SMlSLfc/U7- K©^RTiS»^SSifii^tt 



7— KJCOlNTs 85tB#1 0 0/StLfrBt^bT*$S:^ 

[0109] *f8P^*, ±3$u-cSi (omtmm 

[0 110] ftlAtfv *1 OSBSWB««c«S*?^-/1? 

>s/Xt : zu«:33i/>t«s ;iKt2oo(t is^#i oo 
icttLT/i*r?-\*&&m?%£ : zi l c, mmmi oo© 

«WttC4lH:ia3£L*tS jB»#2 0 0WU 1£ % 
#1 0 0©ai««*A#rftl#v 2 *©45H 
«*«3E£#?#S 0 Sfc, Sg|g#1 0 0<t>«*#2 
0 0 1 ©IB7*#iI©«*#o c <b »«ttfl& 
^«*ffioTfl^bTSJ:3tt:LT , feJ:lA, 

[0111] */t» *i 0xa0Btt(cw&*??-#> 

5/*^Z^Cd5l/>T\ ;S»#2 0 Ojb s 6B£56#1 OOKfcf 

T«fclA, ) <t«lcBS^fbLTjH«-rSd:-5tcLT i t.cfe 
[0 112] £fc. » 1 <0*JBB«Hcffi«*^-?K> 

iBwrs j: ? it ltu>*# , aumtcsawran 

l\ /*-□- K<bLTfB«m«\ SSjb#1 0 0t*. EP 

mzntc<7- <k>^ 5 saw $6^3xt#t- skiic, m"-=i 

[0 113] ^fc, *1©*«ra«HC«**?*-#> 
v'XT'Alcfc^Tt^ Bg5g#1 OOtt, >iS#2 0 0© 

[0 114] (J£2©HS6JT2f) tc:^T\ 
f^t©<bv S^a©^#^-^/cLfc<b^©^> 

&m?z> ! t>o£&&%o mugs ^tt^ttrd&matm 

Hbtc£ZlZ%ijj%mmT2>£ol3:<7-tf> OUT. C© 
ffl©^-*°>^, mz r^y.yhj <b^-To ) *WJVk 

=>£oizLrcm-&*. m2<Dmmnmt lt. ±a?Lfc 

[0 115] M2©H^Sg(C#^m?^-^>i/X7 1 
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unwm&m*. miizmLrcmmni&tmm-e&Zo 

[0116] H1 5ttKJl5#«l*1 0 1©y\-K^i7 

[0 117] IH2tc^Lfc/\- K^xZAimtS^S^ 
I*, ^i'J107 IC, hf£# • ^SESQS^P^ 

A 1 0 7 c ^-BfWlCtS^* ti^.*T-^^. 

[0 118] H8#-«SE5aayp^A1 0 7 

cli, f£»#2 0 0K:ttLT^-y h£58#L/ctk ft 
i#2 0 OfrSteffltf^J^tifc^-y h*«IELfty 

[o 1 1 9] mi 6iitmmmm^2 o 1 <d/\- k^xt 7 

[0120] m3KfjiLta\-\?'5x.Tmm£mrs%>& 
it, * =e <j 2 o 7 iz, y ne# • am • mum? 

□ ^7/4 2 0 7 c B*ttlcttlH*ft*jSl?**. 

[0121] ^^r-y h-^m • sa • mmi&mya<f3ix 

20 7 cW\ SE*#1 OOlc^LT^y KD»#*» 
sRLfc'A !55t#1 0 Olcd;oT^#*nfc^y-y l-£ 

s«Lfcy> iS56#i ooic^LT^^-'y MDrnm^m 

[0122] mz, m 2 o)nmmm\z%z> w^v-xy 
•sxTiAommz^zmwtZo 

[0 12 3] ft 33, WTCDWRBfcl^T'fe. ±»U£»1 

osiwm^iiitiic, >««#2oo^t5«is«, mm 

izlt. mm^2 0 0©»mte«fcoT>HII**i6*2 0 1 if 
1 0 0<7)»5HC<J:^TS5to#Js5*1 0 1 ^Wrf^© 

[0 12 4] H11 7H\ jge#2 0 0*\ 0 0 

lt^LT1ttl©f^-> K7>^#£^mU JS3t#1 0 

©■M^^Wwrsfca&oiaTfc-So ft3b\ 7^r>y Hi, 

[0 12 5] El 1 71C331NT, $3\ llf2 0 0(t 

wmzmm^'rv h%%wmmm <s 2 1 0 0) 

l\ BWibLycS*®/^^- K5 0 1 5-, KJt!#1 0 
0K*fLT>iHST3„ 

[0126] nsmmi oon /U7-kso i£g« 
t £<t, nmtzumrty mmmm (s 1 1 0 0) 

m#<7)<j| (WT» ru I Dj tWto ) 5 05<!:, gf 
L/c/\°3.9- K 5 0 1 , UID505, 1 0 0 1c 

itLtm&fti^movm wmmi oo<dw 

mm) &m£Lrc*><D<D, n§@©*pJ&3£#rtiIHn(5 
0 6 n )i^ htLT, 5S^#200lC 

[0 12 7] ;»*#2 0 Otiv U I D 5 0 533<£l»l 
n (5 0 6n)«Sit5t, fiBS-r h§«SQS 

(S2 20 0) g«LfcU I DSOSfcJ.TfH 

n (5 0 6„)*«et5. 



[0 12 8] 1211 8tt, iSf2 0 06\ 855*5*1 0 0 

1 0 0tCcfcoTfg#*tlfc2ttgJ-XP$£D^'7--y h£g« 
[0 12 9] IH1 8(Cfc^Tv )B»#2 00t*> 

2«ca<D9 i '7-'y Ko»#*aw**$tt» 

v bm&m&mm (s 2 3 0 0) nrefcufca 

(S 2 2 0 0) T*A#Lfcll I D 5 0 Sfc^U-HntS 0 
6 n )<!:^ JIEJHM 0 0 m*f LTSltS. 

[0 13 0] j&5S#1 0 Otis K5 0 1 , U I 

D505, H n (5 0 6 n )*Sflrr*4:» «3fi-r*^y 
h58#fias (SI 2 00) «f5t\ MLft/U7-K 
50 1, UID50 5, H n (5 0 6 n )<t. 85^*10 0 
©WWitft^s Hn-l(5 0 6 n -l)mi> 5R46/cH 
n -i(5 0 6 n -l)*» 2*ftacD:F>r-y h £ LT, ;SS#2 
OOlt^LT^ffr^o 

[0 13 1] •Mf2 0 0(t H n -I(5 0 6 n -1)*§§ 
T*£» 5^'y hgfSfcaS (S2 2 00) £A 
LftHH(5 0 6 n -l)««ft5. 

[0 13 2] HMflC, ;II#2 0 0(i, m+1*fcg (1 

«#K*SBa (S2 3 00) *fjl\ Bg^bLfcg*© 
/\°X-7- m^acD^^-y hgflMS (S 2 

2 0 0) TA^LfcU I D 5 0 5 cfctfH n -(ni-1) (5 0 
6 n -(n-1))t*x OOfcStfLTaSflrrS,, 

[0 13 3] OOtis /U7-K50 1, U I 

D5 0 5, Hn-G»-i)(5 0 6n-(in-1)>*Sflr*"3<!:» * 
*ry ha#Ki]i (S 1 2 o 0) *f?i\ S<gbft/U7 
-K50 1. UID5 0 5, Hn-( m -1)(506 n -(m-1)) 
is H5^#1 0 0©^isma<!:^e, H n -m(5 0 6 n -«i)5 
#4&fcHn-in(5 0 6n-B)*» m+ 1 tftgCD^y 

>y h <t LTs 200 ictjLTmmrZo 

[0 13 4] : ,mm2 0 Ofis H n -m(5 0 6 n -n)*S« 

-rzt, *<ry hammm (S2200) g« 

Lfc H n-m ( 5 0 6 n -m) 

[0 13 5] Z\<J)£o[Z^T. -Mf2 0 0ll n«?© 

(S 2 3 0 0) *fjl,\ Bg^fb*tlfc§#©/tX'7- K 
5 0 1 n*kaa)^y h§«5QS (S 2 2 0 0) T 
A^LfcU I D5 0 5£J:CfHi(5 0 6i)t^, m&S 

1 ooic^LTJiim-rSo 

[0 13 6] jie&gi OOt*. /N'X^-H SO 1, U I 
D5 0 5, Hi(5 0 6i)*Sflrr*£, ^9 h«»tt 
S (SI 2 00) £?tI\ SffLfc/N'T.^- K5 0 1 , 
UID50 5, Hi(5 06i)<!:, 1 0 0 ©ttflNI 

SSfflU ntfc©^y Y-WMmitm (S 1 2 5 0) 
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[0 13 7] HI 91*. Hi 7<Dtm^y 

turn (S2100) (Dmmyn-^^- hTsu, *sa 
mi*, 7hi«- sat • mmmmynv^i* 207 

[oi3 8] 01 9ioTR-rj:^tc N wm^y vm&m 

(S 2 1 0 0) Kfcl^T, ;i'»#2 0 0t* % S 

*u 4jM«*a«-r* Uxy72 101)0 

[0 13 9] S^T\ ;B«#2 OOti, HJI/clj Lfr*D 
K=£A7J-f3 Ur'>72 1 02) „ 

[0 14 0] m^Ts mmM2 0 01*, 7.x7 72 1 0 
2TA73L/c/\°7. , 7- K*» Xr7 72 1 0 1 TW#L 
fciiBMfrtflil^TflWbL (Xr'>72 1 03) . 
itLtc/iX^P- K5 0 1 =S\ OOKfcfLTSfS 
f£ Uf'>7'2 1 0 4) „ 

[0 14 1] HI 2 Oti, HI 7 0»«^!i/ h»£4Ul 

(si 1 00) ©sas^p— 5=-+— h?a&y % *sas 

ti, f hft# • HBfll^n^^ 10 7c K*9 

[0 14 2] 0 2 OtC^tcfc-plCs aiiH^^y t*»#*a 
3 (SI 1 0 0) icfci^T, I5s6#1 0 014, Sfs US 
^ftfcytt7-K5 0 1 fcgflrrst (Xxy7l 

101) , §<iLrc/\°x9- K5oi^ immi o o 

Uf7 7l 10 2) „ 
#y«-^LTl^3b\ /\°X'7- K^51ff,«3 0 O^jIjS-T 

[0 14 3111^ lit 10 0li, ntWDxfryh 
©tt*«»J-r*7 v ca60@1iO«T , »*U 10505^ 
J$L (7fy7"1 10 3), X^y 71 1 0 27-ttf L 
/cM°3.7-K, XX7 71 1 0 3T^LfcU I D 5 0 

5, as^#i oo<ow»«**s$Lrc«b(ou:» TRia*^ 

»*S6T Ux^7l 1 0 4) o J-XT> /U9- f, u 

1 d, m®m*t£-&Lrz* ) <oic*Psm£m%:MLfdfc& 

71 1 0 4-ptf»*n*^pr3S!a»«Hin«Hi(5 0 

[0 14 4] SfclT* 8£rc#1 0 0H Hj<D?FpIj£^ 
SMBHi+1 (1 £ i <n) Ut-^I 1 0 

5) „ Xxy7l 1 0 5?tt N s¥L<«, B£5S#1 0 0 
«s H2 4tC^-TJ:-5lC, &?\ Hi(5 0 6l)0D^nTjffi 
gfilffi H 2 ( 5 0 6 2) £1+11 U H n -1 ( 5 0 6 n -l) rT 
5M^ifeffiHn(5 0 6n) : &W-S-r-5ST% H jOD^RTiS*^ 
»«Hi+i OSi<n) *»yigLW-lW*. 

[0 14 5] «tt(Cs »«5#1 0 01*. XX7 71 1 0 
3 TfFfiBLfcU I D5 0 5i> n ff gCDTRBeS&ftH 
n (5 06 n )i^ 1*feac0^>r.y htLTv ;S*#2 

ooicnLrmmt^ (xT-yzfi i 0 6) „ 

[0 14 6] 02 1 y\ HI 7fc<fcU : H1 8©^^-> h 



gflS>L3 (S2 20 0) ©SQS^O-f 1 ^- l-T-35y* 
^ffiStis ?^ry h^5R • §{f • 5jHa$ttil7P7vA2 
0 7 cKJcoT*Jl**V5<, 

[0 14 7] H2 1 IC^"TJ;31C, x-5ry h-gftfiQS 

(S2200) izisi^T. -;ft'*#2ooi*. mmmt o 

2 0 1), gfgL/cx— £U:U I D 5 0 5jb^£ftTl^ 
*6 % 5fl**WffiL ttr>7"2 2 0 2) » $StlTlt<& 
U I D 5 0 5£fB1t£|S2 0 5 
Ur7 72 203), 

[0 14 8] M«2 0 0H Lfc^pjffi 

xtt«H a *ewsB2o 5 (X77722 

04) o 

[0 14 9] >g*#2 0 0W\ S«Lfc^pJffi^ 

«ifflH ro «-SBit^S2 0 stefiHSLfdgBrtfcasv h-r 

C ;ga#SiB*2 0 1 icfcivr, {5J 
ttS y h nfcA^^T «;j*#*ct&B 2 

[0 15 0] H2 2W\ H1 8(D^y-y h#g#W:RJi3S! 

(S2300) ©fcas^p-x*- HT-sy, *$as 

lis x<7"y HB# • Sfll • S«ffl37n$^2 0 7 c 

[0 15 1] H2 2tC^-TJ:?lc, h»#S«ffi 
m (S2 3 0 0) K&l^Tv ?iS#2 0 0lt Sf\ IS 
3S#1 0 0lcMU> IS5E#1 0 0<D£PB»£S#U 
£BI«*Sflrr* (7x7 7230 1) o 

[0 15 2] i^T> ;1Xf2 0 0(t g^TSxLfrftl 

s&ivtx^-K mm^^y bmmm&mm (S21 

0 0) 7A7JL/c/\°X7-K<!:ll|-<D/\ 0 X'7-K) ^A 

(Xf7 72 3 02) 5 
[0 15 3]^1>T, ;Hf2 0 0(t 7x7 72 3 0 
2T 5 A73Lfc/\°X7- K^v 7f7 72 3 0 1 TA#L 
fcliBBSI^ffl^TPg^tL (7x772303) . flf^ 
^bLfc/x'X^- K5 0 1 «t, H2 1 tC^L/cx-xy h§ 

( S 2 2 0 0 ) TA# LfcU I D505£\ IE 
suCDx^-y hgffljfflS (S 2 2 0 0) T"A#L/-c^FrTJM 
*«fflH m t* % IKt1 OOle^LTiMffr^ (Xf 
7 72304) 0 

[0154] CCDJ:-5^ 1lliu(Dxx7hgijfiI 

(s2 2oo) ?A¥LttPim&tmH m izmmT% 

Z£lL£-oZ. flfi*#10 0li» -;H«#200tC^L 

2 0 0AW@fWx^7 h=&m46Tt^*^«1SC 

[0 15 5] ft*J % }BS#2 0 Oti, 1 tftacDx'x-y h 
©«#*B*f (HI 9tc^Lfc«[)^x^- 
•> \>9mm*Vm (S 2 I 0 0) ^t-5K*t*3&-5 
*^) , *fctt, 2ttS«*©xfry 
^^^6" (H2 2lc^L/cx<x7 h»#S«U3 (S 
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23 00) Zfiv^T&Zfr) (COl^Tl*. 

205tcuiD5o smE^nTL^t^t^mr 

[0 15 6] HI2 31*, El 8<Dx^7 hf£#$Qi3 (S 

1200) ©51137 p-ft-i-Tsy. *saa«s x 

^7 h-f^-^lBa^n^^l 0 7 clc<fcoTHi! 

[0 1 5 7] 02 3lc^f .fcatc, x-X7 hSi^^S 
(SI 2 00) ICfcl^Ts Rfi^#1 0 0H B» 
fb**lfc/\°X'7- K501, UID505, ^rTjSS^ 
fgH m ^S«f^t (Xr'vT'l 201) > §«L/c/N° 
X7- FSOISv jt£^* 1 0 0©«a«Sffl^Ta* 

-r* Uf77i 202) „ ccm ^nrnHms 

X7- KtfSHsSB 3 0 0*iKir*HIHCifflS*ft*Wn 

[0 15 8] $Bl>T, HE^#1 0 0lt Xf77"1 2 0 
2?S§lft/U7- K, Xfy7l20 1 ?§«Lfc 
U I D 5 0 5 , 155^*1 0 0©SMB«S|g^L;fe<E><7> 

^ris»aift«Hi*ft-wrs u?77i 20 

3) . 

[0 15 9] I^Tv 0 01*. 7x771 2 0 

1 T s gfIL./';:H m £7x77l 2 0 3T-ItHLfcHi<h# 
— SLTZfr^frZmmL (7x771 204) » — &L 
fc«^tts 5811*2 0 0#n8W>x^v Htmb&jLtc 
C<fc*»*LTV*fl!>T>» XTf^l 2 0 8lCitA/?, 
x^7 hftftXTftlHHHf ?. Xf77l208 
CDx^y f>iRSI^7fl43«, ID1 8(2x^7 hiR*»S7 
MS (SI 2 5 0) KfflMaLTfcU, *<D«lJlrtSW\ 

[0 16 0] B55B#1 0 0&, 7x771 2 0 1 

T*§«LfcH,n<b7x7 7l 2 0 3T°stMLrcH-\t&— 
StLfclNt^tt Uf7 7"1 2 0 4) » >H**2 0 0# 

©T\ HiOTR]a!*«HlHi+i (15!<n) £ftHL 
(X7771 205) ( H^HitUi (1< i ^ 
n) *mtf>2> Uxy7"1 206) „ 7x771 

206 mnm looi*. 11 2 o izTfk LrcmmT-tr 
7 \-m&mm (snoo) ©xx7 7i 1 ostmm 

iBLW-Hr*^ H m =Hj<t:&3i (Kign) « 

[0 16 1] CJlTs H m =Hj£:E:£ i tf^Lfclvtl 

7x771 2 0 1 T'§<SLfc/\°X7- F5 0 1, 
U I D 5 0 5, Hm©'>4< tfc^mfrflWFIEWS 

771 2 0 9) o 

[0 16 2] $/cs S5^#1 0 01*. H m =Hj<t&;S> i 

u i D50 5i±ttc m 



S#2 0 OtCttLTSUfT^ (7x7 71 2 0 7) . 

[0163] y,±mwLtc&oic m2<Dmmmim 

^Sxl7-*°>->7xAlC*3^Tl*. xx7 h©28#B3 

1 0 0 CDfcfcffia, 2 0 0 Tclf LfrHIS fcl^fll 

ffiT?S*/\°77-K. n&CDx^y K0tt*«»jr*fe 
*i)<7)U I D*iW6Lrct>©*f*6» *RjaflESMMrl*yiE 
UH-HU n#lfl!>^Rra»*«MlHn, n-1flffl>F 

RTjaaa««Hn-i, -. 2#a©^Rras«»«H2. i# 

>H*#2 0 OKfcfLT&ffi-rSJ^KLTl^o 
>TW#2 0 0#S«*#1 0 OKfctLT, 1 0W^iM« 
S*l7cH m , U I D, /tX7-K*3Sfflrr*J:3lCLT 

2 0 0Ci©T-*tts )»»#2 0 0 6^6B5^#1 0 0 

[0 16 4] ffi^T, JS2©*j«EttlC«*m?*-<K 

ffi-r^ro^f»±-r^C<!:^7^^<»:ttlc, KJI&M 0 0 
#JT\ JS»*2 0 0Ct(CBEtcfiItt:©x'>-7 

[0 16 5] ftfc> «2©*«BB«tC«*«?^-?K> 
->7xAlC*5VTt>, ±» Lfcm 1 (DSIMB^IRTWW L- 

[0 16 6] flUAtf* JB2©SU»B»IC«R*«?^-?K 
>->7xAlCj5L>Tli, Sg56#1 0 0&, x77 hS# 

»-T*J;3tcLTl^A\ CflDW-HB. OOJ-X 

[0 16 7] $fc. *2©*JBB»tC«**?^-<K> 
->7xAtcfcl>Tti, KAftM 0 0;b\ «MBx^-y h« 
#Bfle, •Mf2 0 0(cS4LTU I D^iMfsU 

2oos«, ^©u i D=6««LTfc*. tomt, urn 

LTfcl^fcU I D^5»g#2 0 0* % SIS36#1 OOlCj* 
WfUS. IS^#1 0 0*6;B»#2 0 0lc^LTU I D 

* a&flrr ^ j: 5 l t * i\ 
[0168] $fc, mKomimmimzm^-tfy 

->7xAltJ5^Tl*, l^flOOlt f^hJHW 
ICs ISto#1 0 0©Wi, /\°77-K, U I D^-jS^ 

ty-cbo^6ffWL/cTRra»*jft**v -;hs#2 0 oic 
1 oooiffii) *fflL>TBS<Mbu Bt*fbL/-cWHWb 
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1WB*» ;Sa«2 0 0lc^LTS«-r^J:^tcLTt>cfe 

D*iittLfct>o<oi«^bitaHi(c»^T» n«k 

UHBH i ( 1 S i < n ) ©flfltfblWBH j+i*«RMH* 
U n#l©PW<b1WSHn. n - 1 »S<0Bg^b1t$B 
H n -l, 2#@cDaS#<b1«IBH2, 1 •B«DW»b1t 
$SHitl^3IH#T\ &R9ftfflHI*7iHt*2 0 OlC*f 
LTjUTTS «fc "5 tc LTtxfclV 
[0 16 9] &tc, W2©*SBB*fC«*«?^-<K> 
^X^AtCfc^Tt*. C9K#1 0 01*. ^>5r-y 

flS9B#1 OOOimi, /U7-K, U I D«£IS 

t/cto^eitSLrc^priM^a^, am* 2 o ok 

tc'bCO^s ISto#1 0 0/£ttLfr^6&l^i5®<OI^§l 
(fllfctf* 45M«B»^*SClcfi^S«*# 1 0 0 (Dim 

M) &m^TBt*itu Bg^bLfcBf^bitfE^, mm 

#2 0 Otc3?rLTjSffr*J:-5lcLTt»J;t\ CK7)J;d 

<D%mw$imicmm-$ *it < sawM**** i 
[0170] s/c> m2(Dmmmmim^m^-^y 

fX^MCfc^-nis flE*(5#1 0 01*. f^-v h#£#Bf 
^RliSQE*ffl*5i!ll# 2 0 0 K*f LT^ft-T £<fc 3 

a#2 0 0lcS>fLT^«-r^J;5teLT i fcJ;t\ £<D<fc 
2 5 tC/TT-T <£ 5 SS^^S^^S 2 0 3 tC&*:ft.T> ft 

fee ©f ^-7 h <ws#*nrc<r*s*r * r> icr % z t & 

[0 17 1] SSfcU jS2<D*«0BMMC««*?*-?K 
Lfc*-#>£«M«c» Bg^#1 00^611120 0 

KDS#*gttfdHJI#2 0 0iiJT\ SttiRofc 

[0 17 2] (»30!)*SBB«) tCSTPv •J'-^X© 

.fcetcLfca^, m3 (Dmmmt l.t, ±»uc* 

[0 17 3] IH2 6ti, *3©*B»B«(C«*«^- 
[0 17 4] «3<0*SWe*lC#*«?^-?K>'>^^ 



i*tt* ISf 2 0 0i~2 0 0 n (WTs *K TO** 2 
0 0J ) , B5^#4ffi*6 0 0i~6 0 0 n (JX 

T> *tC r|65S#6 0 0j t^mt. ) , f£##7 0 0 

mmt^'y^T-uz^). 02 6ic^-rj:-5ic, jhh 

#2 0 0tf?JJ3?3tt£?&3;im#*IH£2 0 1 1~2 

0 1 n (JXT, rj)SiHf4B5fe2 0 1 j ) 
<fc\ B6^#6 0 03b^iWr^4S*T*feSI55t#«*6 0 

1 1~6 0 1 n aXTs Wc r|g^#^6 0 1 J tfclfc 
To ) t. ^«7 0 0»5S*T^#fS 
5l?7 0 1<h# s -f>-?-*'>^©Ifl3 0 0^L 

[0 17 5] me S53©*a»B«fc«*«?*-<K> 
->X^iA^«mf^5g##aS5S7 0 1 fc«fctfl!fis&£4ig* 

6 0 1<7)/\-K'7i7 7 «fiEtCO^Ts E2 7fc<fcO : E2 

s^rai^n^-r^ 2 oi©/\- k 

[0 17 6] EJ2 7(*^##SS*7 0 1©/\-K^i7' 

[0 17 7] B 2 7te7jk?£?lC, ^##ffi*7 0 1 
t*> jHtl'V*:7x--X7 0 2<b, «/TgS7 0 3t> 

At>mw7 0 4t, mmmm7 0 5t. v&mmmw 

(CPU) 706L —mmmW Wt'J) 707i 

JJUs H2lC3RLn:K3B#ai*1 0 1©/\ 

- Kr>x7 7 ^<t|B|«IT-fe^. ( , 

[0 1 7 8] ^iU 7 0 7tC«. OS 7 0 7 a -£\ ^~ 
#>»#'«ffij0a^a^A7 0 7 bt^-3fc. CP 

u 7 o 6^mf7-r^>zfa^A^—mmmm^n 

[0 17 9] CCT% OS 7 0 7 alt, 58##«*7 0 

7 0 7 bit, ;»*#2 0 0te*fLT^-*>^^#Lfc 

[0 18 0] H12 8tii55B#4ffi*6 0 1 <DI\- K^i7 
[0 18 1] H2H:5xL/-c/\-K*i7 , «l«t*»«jjS 

h\ ^^uio7(c, <7-#>m%<-mEwm7n7 : ? 
i*io7bo^fcuiCs t-tfymmmmyn?3L>6 
o 7 b 

[0 18 2] ^-<K>«SE5asyP^jU6 0 7 b«, 

[0 18 3] »3 0*SBB«8(c«*«?^-tKV 

[0 18 4] fcfc, lXTWlttRBfc^Tt, ±£EL/i:^1 
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commmmtmmic. mmmioo&fivwmit, mm 

6 o o<D^ic^-oxmmm^6 o 1 iw^to 

T'feU, £6K. ^##7 0 0 6^t-5MSI*. Sll^lc 
tt, 58##7 0 OCDJg^tCj:^Tf8##SS*7 0 1 tfm 

[0 18 5] 12 9(t ftJt#2 0 Ot\ Sl##7 0 0 

[0 18 6] 1212 91C33^T. Sf, )ft'«#2 0 0W\ 
§§##7 0 Ofr€»^-<K>cDfl#^Stt^^#^^/c:L 
Tl^tW-fT^ (S 2 000) 0 

[0187] -;ia#2 o oi*s ^jzE-r^^-<K>^sa 

a (SI 2400) *m\ Bg^bLfcg#0/\°7. , 7- 
K50 1^ $£##7 0 Otc^LTii«-r?.o 
[0 18 8] 5g^#7 0 OfcJ\ JiXV- K5 0 1 £g<f 
f^Sxhs a3aS-r*^-7KV»#jfi3I (S7 3 0 0) ^7 
l\ ^-ry5 0 2i> <7-^>5 0 2©7 S ^^»* 
50 3i^ -;SS#2 0 0lCWLTjii<g-r^= 
[0 18 9] >B»#2 0 Olis -7-*°>5 0 2fc e fclH : ' 

s J*ivm& 503 *g«-*-«£, «a-r«*-«K>s« 

5QS (SI 2 5 00) =H=fl\ SiLft^-r-/5 0 2 

[0 19 0] HI 2 9tC^LfciJim*. 04lt^L/cK)ff 
[cfc^T, BS^#1 0 0#5S2Nf7 0 0t::TC;boTi^ 

[0191] -TS*?-5v HI 2 9<D^-<KVS5RSaS (S 
i 240 0) coSas^a-^-v- hlis E7ic^Lfc^ 
— dOSXMa (S24 00) ©iSlI7P-f + -h<!: 
SS3S#1 0 0CT)iiP^(D«t3yiC^# 

7 0 OCDSF^^ffll^^^tv Bg^bL/c/U^- K5 
0 1 omm 9ct\ 1 0 0 ©ft to U 7 0 0 

[0 19 2] $fc, 02 9©^-<K>f|#toS (S 7 3 

oo) <Dmmya-^^-\~it. 0 8toT*Lfc7-<K> 

5i#$aS (S 1 3 00) CDi!QS7P-^^-hi:|5H«T- 

#>m& • mmmmyn<?^k.7 o 7 btejcorsgii* 
n**) 0 ocD^«a©«fcuicf8##7 

[0 19 3] 02 9CD-7-<K>Sffl5QS (S 1 2 

5 0 0) O&lJl^P-^-H*, 09tC^L/i:^-* 
>§li$as (S2 500) Ml7n-fv- f-<t|W]*ai 

[0 19 4] 13 011 gJtC^7-^>(D?l#^§ttTl> 

^>-;iM#2oo?b\ mmm3 o o^^-lt^-^v^ 



[0 19 5] 03 OKfct^T. mz?-$><D&&%:& 

ifTvzmmm2 o o«\ ^-^xs/a^-v^-f y&m 

(S 2 6 0 0) £*tI\ *-?K>S««Wl (S 1 2 5 0 
0) T°A^Lrc?-#y5 0 2t. v&MtLtc&mn/i 
X7- K5 0 1 t*. wMme 0 0lC*}LTmm?%o 

[o i 9 6] mm^eooits ^-*>5 0 2jjj:y/< 
X9- K5 o 1 z&m-rzt-. 

38 (S6 40 0) £?jL\ S«Lfcf-«K>5 0 2*« 

[0 19 7] H3 1 ttv BEH:^-<K>©»#*a»tTf 
5I»f2 0 0fi\ ^-#Vt8«JU 

[0 19 8] 03 1 K33l/>T\ «IC*-#>®$S#*-S 

^ti^>bs#2 oo«, t-tfy&m*?'?* >®m 

(S2 7 00) Wm-&tltc*-tf>S0 41EfB. 

[0 19 9] B65B#6 0 01*. mmm2 0 0*^#Lfc 
O-*°V5O4:£g0-U(£<fc, 

m (S6 40 0) =&?7t\ gWoft7-#>5 0 4t 

[0 2 0 0] HI 3 OfccfeO-HlS 1 KjSLfcSbfft*. # 
H5fcJ:tflS6tt:jSLfcttfMcfcl , >Ts SS^#6 0 

omiot-tfymiEtim (s64oo) ososas® 

[0 20 1] f&to^ B3 0©f-#>««*V7'f 

vara (S26oo) cDfiia^n-^-v-h-t*. mi o 

lCjjiLrc<?-tf>&m*> 1 5<f>tB l m (S2 6 00) CD 

[0202] 03 i <r><7-tfy®.m*-7 : 5<< >«i 

a (S2 7 00) ©aJl7n-* + -M4s 01 uc^ 

Lfe^-^vffiffl^^^-owa (S2700) owa 

[0 2 0 3] 03 2« v 03 Ofcd;t>'03 1 <D<7-#> 

mmmm (S64oo) coimi7P-ft-h?sy, 

*5flat*s ^-<K>^H®ayP^5iU6 0 7blcJ:o 

[0 2 0 4] 03 2(c^T«J;3ti:, ^-#v»BE«ra 
(S64oo) ic&^Ttev mmmeooit. 01 2tc 
mLtcp -#y®mmm (s 1 2 0 0) i^woftis^ 
fr3#, x^'>yi 1 4 0 wmmWimmmcDmmm® 

[0205] &tc. mm^eooi^ mmfe3*-> , J7)\/ 
m^'jxh^mmitr. x^y^i 1 406T\ 

>tt|B«B?nT^^->U7';U#^^##7 0 Otc^L 

#<OB«*«##7 0 OWT^T^e^Jt^tcLTl^ 

[0 2 0 6] 03 3t*v 0 3 2©»ffi^iIStta Uf» 
^1 1 4 04) ©Saa^P-^-v-hT**. 
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•y^1 1 4 04) (cfe^Ttts JSEro#6 0 0«, H1 1 3 

1 i 4 1 oz\ v-tfyicffiR-gnz^&TiJZibmz, 

mm%7 o ooiiwst*^TWLTv*£<t, 

t*/u#*£»## 700 test LTiisn u y 

7 0 0 iCHl^fo-e* ct-5lc ltv*j££#« 
Ii«6 0 0(i, Xt^j/^I 41KD« 
SETW, 7.7^71 1 4 1 0 7lfLftglt> <7~tf 

[0208] stumm t fcj; ? is 3 oxweKicflk 

fiBB«t|p)a»Cx i/'JT'/US-si, *^W|5g, £SI§<D& 

#7 0 O/c^LA^e^l^tPBT'SS^S&^ffl^Tft 

TIB* LTc<7— # >*fB*T £ <fc 5 U: L T l^£o 
[0 2 0 9] SoL *3©*J»B«fctt*Wf*--?K 

am* 2 o o<wtww:*-<K:/*flupiLT«sT 

[0 2 10] ftfi, *3©jtSWB«(C«**?^-/1«> 

f7fi»m 5H>*/i/TO*f&«-r*»##7 o o 
7*j*i\>mttmi.?z>mmm6 o o ttfisft* 

l\ r^il«&<9miCfHI«7 0 OWiiF^a^ffl 

i^jc^tc-r^ctr*. agro#6 ooicj^xv^/us 
^#7 o o ojR^M-LA^aieik^iwoqHHiCffif 

LTt, B5^*6 0 0lcJ:§Bg^fb1f$S^II«Rr^T' 

[021 1] «/t, jK3«aawE«jc«««?^-#> 
■7- K<o^Rra8a»fli*v mmpj&te'r—S' t ltibk 

#>©ffiflilSlctts fB#*«#Lfc>H*#2 o otswl 

2 0 0*^^Lfc/\°X7- K©^RliS!*»ttt, 

[0 2 12] fifoTv *3CD*a»BJIBlC«*«?*-?K 



#»»5l«:«SSftfc/ \°X -7 - H "*» 5 fcl^lg=#ft* 
-<K>**IE«JBT3©*IS±*-*C 
[0 2 13] flcfe, » 3 

tfs ^FRriaS6SS*SS*45BBLT , bSI»fi 5 «:t , '0^ HE^ 
#6 0 0(cJ:*^RraS***©ttiEfi 5 RrilBT»»*<!:» 

200ft i *#J»S Lfc/ \°7. -7 - KQTpTtt* 

6, /\°X-7-HHco^T. **5#6 0 0fcJ:tf»##7 

f3ttt* *5lzLT*>* 1636*6 0 0 (cJ:«l*9fb1M! 

[0214] msomMmmizizzn^v-tfy 

[0 2 15] ffilAW, ^3<7)*S6fgn8tC^S®?^-* 0 
>5>*^Kd3l^Ttts }8*#2 0 0t4. X#f7 0 0 

asj:tfi6*s#6 0 oic^lt/^x^- K*asflrr*i* 

tCv 5S##7 0 0fc«fctHEJB#6 0 0 4>£MfegBlf« 

u B8*3i«*fi ; 5J:5fcLTvsft *»un*cnu: 

K£ LftlA, JIM* 2 0 0 It. 1 f«##7 0 0 

©fiHa^ftpci^??^ $/cs fl##7 0 033<fc 
1^1556* 6 0 0 <t;Sa#2 0 0 <h<DfBT*»jI£>® : £&-P 
C<b^T^n«\ *B*»«*aar*ffioTli»<b-r*J: 

[0 2 16] $fc, »3©||SBE«K«*«?^-?K> 
S/X^^lCfct^T^ >ft'«#2 0 0fr6Sg#=g7 0 Ofcd; 
Zfffi.nm6 0 0teS>ftT/\ o X7- H=£5M«-r^><i:*lc, 
Bf^bT*-n/c/\°X7- HWOS^^tlT^IEffiffi* 

(a»^ffla*»*T*i\ ) t«icBg^bLT2i^-r 

[0 2 17] $fcs *3©*«BB«(C«*«?^-<KV 
-^X^^lCfc^Tl*. 58##7 0 0«, 7*J*)im% 

l\ ;t-a-K4LTEitntf. BS^#6 0 0l*. EP 

sys ntz - s sail $s^ixi#-r $ hhc* /\-=i 

- Ky-^r*ffl^5Ct*i'X , *««J:5K«:*. 

[0 2 18] 3=fc, JB3 0*SWB»tC«S«?^-?K> 
i/X^^ltfcl^Ttiv S#i7 0 0lt >WS#2 0 0CO 
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[0 2 19] Sfcx W3()!)*J6m*tCff*«^-?K> 

f c ^-<i«v*jfiss#6oofl««iEu *-#><D=mm 
(Dt^izmTT^ntc/ixr?- Ftmmmm7 o oizm 

jj*U 3S##7 0 OffiT^-?K>*«IEf *«*:31CLT 

[0 2 2 0] $£##7 0 0«?^-?K>*«BE-r*J:5 
icf 7 0 0 /Sit S&tvSMBcWHi 

*ffl^T*-<K>1»«**^bL7cBg*fbfl!«*» ail 

flt^bfll«*^T * «fc 3 
SET 3<fc a E ttT^So 

[0221] (mivmrnnm) tzz-?. ±a$ufe* 
3 «>ftfi&&je ic«« -? - # y ~> x t 1 l, k*>^t> $g 
##700 « % ±j&Ltzt& 2 (Dmrnrnm^mm l/c * 5 

[0222] Wi4<DmmBmici%zm?<7-tfy^xT- 

[0 2 2 3] H13 4t*^##ffi3fe7 0 1 <D/\- K^xT 7 

[0 2 2 4] G9 2 7tc^Lfc/\-K'7i7'*ifigiS^^ 
mt, tt'J 7 0 7 tCs h»# • «SE5aS^P^' 

[0 2 2 5] h*#-«SEiQ3iyP^^7 0 7 

c«s >SB#2 0 Olc-ftLT^-y ^Si^LfctK ft 

[0 2 2 6] &5b\ K9E#1R*6 0 1 cD/V- K I ?x7'«l 
figtis HI 2 8[CSLfcA- F^iZlMtl^iT-Sy, 
2 o i ©/ \- K-f x T'Wjativ H1 1 6 ic^L 

[0227] awe, m4comMftmim%n*<7-#> 



[0 2 2 8] JKTCBWlfi^Tfcx ±3SLfc*3 

o*swB«tra«[c. j«m#2oo!CWf5«Bit4x spg 
ict*. -;sa#2 o oo«s»c«feoT>Hii#*SB*2 o i # 

7 0 0<7)S^lC<fcoT5&##i«*7 0 1 j^Wrf 

[0 2 2 9] HJ3 5&. >B«#2 0 06\ »##7 0 0 
tC^LT 1 ttaCD^y K0»#3feB*U f8##7 0 

otCcfcoT^^+ifciteaw^^-y t>*gflrr*s? 

[0 2 3 0] B3 5tC*SlT, *r» >Sfi#2 0 0t*v 
*»T**J»?$-y h»#S$Ua (S 1 2 1 00) « 

0 OlcWLTSSflrT*., 

[023 1] «&tf7 0 0fi* 7^*7-K5 0 1*9« 

•rsts aas-r*awB^^-y (s 7 1 0 0) 

(WT, ru I Dj tWT. ) 5 0 5<h, 8ft 
Lf:/U9- K50 1, UID505. #£##7 0 0 7c 

mm) %m$gLtc<b<D<D. n#i<o^raaE»fflH n (5 

0 6n)<t^ 1feSCD^y-y h<hLT. ;«*#2 0 0lc 
[0 2 3 2] ;g»#2 0 014, U I D 5 0 SfcJcZ^H 

n (5 o 6 n )^mt^t, mt&^'Tv h§«sas 

(S 1 2 2 0 0) «frt\ S«LfcU I D 5 0 5fe«fct? 
H n (5 0 6d&mg?Zo 

[023 3] HI 3 5 IZnkLtcWimZ. H1 1 7 tC^Lfcltl 
mc*J^T, «5^#1 0 0^##7 0 0lC^cTl^ 

[0 2 3 4] Tafo-B. HI 3 5(DWm^'y h^#^5R 
(S 1 2 1 0 0) 0i{ll7a-ft- H1 1 9 
KSLfe«MB^y h58#^5RSQS (S 2 1 0 0) 

m7n-T-Y-htmffiT&%ti\ bs^#i oo©i s i 

^bL/t/\°xr7- K501 <oasfliit««s as^#i o o©« 
*> y im&m 7 0 0 <h^^ 

[0 2 3 5] */c> HI3 5<D*7Jil^^r-> h^#5aS (S 
7 100) ©aiS^P-^^- hi*. 02 OlcmLtzW 

m^'r-y bftmuhm (s 1 1 0 o> (Dmmyu-9-^- 
h tmm?:*2o2>-b\ *wm*m&%7 oomio^ (* 

hf8# • ^leGa^P^/^ 0 7 c led; 

[0 2 3 6] £7c, H3 5<D^^ry hS«SaS (S 1 2 
2 0 0) ©iS!i7P-ft-Hl RUUCjpUfc?*- 
yhSmtm (S2 2 00) (75®S7P-^^-h<!:|Sl 

[0 2 3 7] HI3 61*. mmm200t3\ f8##7 0 0 
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[0 2 3 8] 03 6lCfcl/>T, Sf» fflft#2 0 0{i« 
y h (S 1 2 3 0 0) *frt\ WMtLIt 

it<D/U7- ks o 1 1. 1 tow?-*? tsmmm 

(S 1 2 2 0 0) TA^LfcU I D 5 0 5*5<tt> , H n (5 

[0 2 3 9] R##7 0 OB, /i*?- K5 0 1 , U I 
D5 0 5, Hn(5 0 6n)*aflfr*tx fB6f 
hfl#SaS (S7 2 00) K 
501, UID5 0 5, H n (5 06 n )<i:> RW*7 0 0 
©ttBfilt^S, Hn-l(5 0 6n-l)**»Ts *4&fcH 
n-i(5 0 6 n -l)«> 2 »B h i LI, >«*#2 

0 OldttLTaSflTTS. 

[0 2 4 0] >BS#2 0 0li, H n -l(5 0 6 n -l)*S« 
T5t. ^^'V t-§f§®31 (S 1 2 2 2 0 0) *fjt\ 
BfLftHH(5 0 6 n -l)S«lf5. 

[0 24 1] P«tC, ?ft'g#2 0 0li, m+1&S (1 
^m<n) ©f*fK03S»«»*5J|&|j;, f^h 
»#»3*MIJ1 (S 1 2 3 0 0) *fjl\ W^blftM 
OA°X7- K5 0 1t> m&gtD^y hgffltoS (S 

1 2 2 0 0) ?A#tfcU I D 5 056J:tfH 
n-(n-i) (5 0 6n-(in-i)) t*» #8##7 0 OKfctLTiH 

[0 2 4 2] S#f7 0 0^ /\°X7-K50 1, Ul 
D5 0 5, Hn-On-1)(5 0 6n-(m-l))*SflrrS«k» 7 1 

(S7200) stLft/tt9 

-K50 1. UID5 0 5, Hn-(m-1)(506n-( ffl -1)) 

t. m&m7 o oommmtfrz. Hn-mCSOen-m)^ 

3?46T, f<»fcHn- m (5 0 6n-ni)^ m+ 1 
7 hi LT> 5HK# 2 0 0 ICW LT2£flrT 3. 

[0 2 4 3] >g»#2 0 0li, Hn-u(5 0 6n-m)*Sf 
TSts hSWUflS (S 1 2 2 2 0 0) *frl\ 

§«LfcH n -m(5 0 6n-B)*««f*o 

[0 2 4 4] ilOcfc-plcLT. 5H»#2 0 0tt % n*ft<D 
f h*IW65Citf?*, Cft5ntfc(D?-$".y 
3»a*»»S-efci/>»£U:0\ ^y h#S#K98i!HI 

(S 1 2 3 0 0) B£-5f<(b**lfcg#<£>/\°X , 7- 
K5 0 1 nfcgtDT-Jrv h§«5QS (S 1 2 20 
0) T\A.#L/cU I D 5 0 5 fe<fct/Hi ( 5 0 6i)t5, 

f%mm 7 o o icw LTxtmrzo 

[0 2 4 5] ?i##7 0 0H /\'X7-F5 0 1, Ul 
D5 05, Hi(506i)*e«r*t» ^ h««8 
m (S7 2 00) =HtL\ SfiLfc/U7-K50 1, 
UiD50 5, Hi(5 06i)i, iff700©8fii 

fcfrs % «■* 2ootfn *fc/£W^ y h *m&t>rcz t 
*wbu nfao^'rv hbbmstsbs (S7250) 



[0 2 4 6] 13 6lC^L/fcgjftH*s HI1 8lC^LfcSj 
ftHCjSl^T, £96*1 0 0#9B**7 0 0(Cftt>-9Tl'' 

[0 2 4 7] 1213 6©^^'> h-?l#S5R5QS 

(S 1 2 1 0 0) cDSQS^P-^-V- hi*. 0 2 2K5* 

Ltc^^-y b&mm&wm (S2300) oj&ji^p- 

7^-|-<!:|5|«IT-25£j!)\ S556#1 0 0 fl!>iillM©«*> 
U U38##7 0 0O£Htt«AI^«jjX&. B»fbLfc/t 
X7-K50 1, «#LTl^U I D5 0 5 33<fct>'H m 

©2ffl$fcjb\ i o o <*>«*> y ici«##7 ooi* 

[0 2 4 8] $fc, 13 6(0^7 hfg^ffiS (S 7 1 
0 0) commya-^-v- hi*, 02 3lcjjsL/c? L ^y 
hf8#SQS (S 1 2 0 0) (D5a^-7P-^ + - h<tra« 

?s«& *»3s*«»«7oo<MT5ja (*5as*^ 

fry h«#.fitH»a^P^A7 0 7 c»Cj:oT*S! 

Sr*i*j£) JK*#1 ooo»««<of!i*>yic«#« 

7 0 0©*B««*ffl^*jS[t/?JI**o 
[0 2 4 9] Sfcx 03 6©^y hgftMS (S 1 2 
2 0 0) ©SaS7n— His 02 1 le^Lfc^fr 

y hSfisas (S2200) ©iiai7P-ft- htp 

[0 2 5 0] &i>\ *fry h*n#7£W-*i&fc<!:*K:« 
8E3S#1 OO<0«a5#tHcj&CTI**3 

«»«7 0 Otffrd^lcLTl^© 
7\ 03 6©^y hiR*$lTffiS (S 7 2 5 0) l*. 
5S#*7 0 Otf^ttDtLTl^o 
[02 5 1] JX±K*Lfc<feaJC X4t^miCtli 
^S^-tfVv'XT^lCfcl^Tfc. ±JBLfcJS2<Z>* 
«»B«t|p|««Cv ^fry K&»#BSte % #g##7 0 0fc 
ttLfrWSftl/ k »aj©1tffl7»*«##7 0 0<D»& 

a, mm%2 o or£^tL^m^r^mm:Sb^/ix r 7- 
Lfc*»©#S. 7Q3tgQMI«tttJSLH-IVU n§| 

Hitt>-5HiST\ *T5ntt£*lft*?IHHf2 0 Olott 
LTjE«r*«fc'5fCLTt^. *fc, iff2 0 0fr5 

5«##7 o oicwlt, 1 ®mic'Mm-£nrcHto, u i 

D, /U7- K^JlfS-T^cfe^ltLTl^o *fev ^FpI 

^l*s Jim#2 0 0^6»#«7 0 0tC*fLT3a6«*n 
^JcdlcLTL^o 
[0 2 5 2] foT, W4©*SB«iJt#**^-# 

>-> x ^ a ic j; nii; ±a l fc* 3 oimmmmiz 

SS0e6^lEftfft7 hSJFjEttffl-r*©*^^-* 
Ctfl«T**i:»tC, fl##7 0 0ffiiJT\ ;ll#200 
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[0 2 5 3] SB40*«sm«MC«««?^-/1«> 

[0 2 5 4] W40*«BB«(C«S«?^-<J« 
Bfic, »»«7 0 0©»tt«*ffl^T^IiSSE«Mi*tf 

*<T«£iJ:t>. 

[0255] $/cv m4comffiftmim%w*<7-#> 

#fl$lc» ;ia#2 0 0lC^LTU I DS&ftU >B»# 
2 0 0tf, ^©U I D*«*LT*J*. *©»t*s AC 
LTfc^fcU I D«lNt2 0 0frS§*##7 0 

CDi5JS> ^#7 0 0^e?««#2 0 0(tS*LTU I D 
J: -5 te LTt Ja\ 

[0256] ^/cs mAontmnumzmz-t-tfy 

~>X9-Ixic^Tlt, #S##7 0 0te. ^^-yhfl^Bt 
te. Mf7 0 0(Dim /U7-K, U I D=&j$*g 
Lfet.04f k 5W-»L/'c^RriS!*BS**v >«a#2 0 OK 

I D^MSLtefc©** f£##7 0 OTSttLjWOSft^ 

7 0 0©^®^) *su»TWNWbU HWtLftMfl: 

l\ BKB, f£##7 0 0l*, /t*.?- K*J JctfU I 

mwH\ ( i ^ i < n ) (Dmmtmn h i +i *mmn 

U n#S©«re{bflHBH„. n-1Sg©Hg^b1f*8 
H n -1, 2#l©flHMbflWBH2, 1 SSWPf^btf 
fiHi<h^dHi»T\ &B§^fb1f$8£>HIS#2 0 Olcfcf 

LTilfrrs J: 5 ic LTt Ja\ 

[0 2 5 7] £/c, »4a>*fi6flS«tC«3*?*-#> 
->X^Atcfc^Tt*. Sg##7 0 0l*> hf8#B# 
lC> fM7 0 0©W A°X-7-K, U I D£jSiSg 
L/cti<0^6tf»Lrc^RTa»X«l**v >»*#2 0 OIC 

(fflXISs liM®B§^iClCfcnt«f§##7 0 0<D*iS® 
ft) fcffl^TPg^bU WH^kLfcBi*fbnH8*s ;B« 
#2 OOlc^LT3l«-r^.<i:3tcLT i td:L\ 

»c-r*u& »#«7 ooii -;g*#2 oofr5fty h 
o o fat L^fl] tti->m®(Dmnm*mi->zw.^ Lfde 



[0 2 5 8] £fc. *4<3D*flBBttK«a«^-?K> 
3^?/tlC£l*T& fiSf7 0 0ll 
tc, 7RTiKX8ltt«JHft« 2 0 0 IcM LT3M«T£ J; -5 

*#2 0 OlcWLT^ffTiiJcaicLTtxfelV 
[0 2 5 9] *etc, «4©*«0B»(C«*«?^-tK 

Lfc*-<K>£WHMC #g##7 0 0fr£;B»#2 0 0 
KOB#*gttfc>8lt*2 0 OflJT\ gttSXofc 
[0 2 6 0] 

So 

[0261] * eics *mmic£m$. mmktutmtt 
[ms<Dfs*^m0^] 

[m 1 ] *i ®*s»B«fc«*«?*-,tf ^^t^© 

[0 2] ^1 ©*S6ra«fcfctt«IEa#tt*©/\-K* 
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(54) ELECTRONIC COUPON SYSTEM AND METHOD FOR ISSUING AND 
VERIFYING ELECTRONIC COUPON 

(57)Abstract: 

PROBLEM TO BE SOLVED: To detect forgery and alteration of a coupon and the 
illegal use of a coupon by a third person even when the coupon electronically 
issued is printed and used. 

SOLUTION: It is possible to detect alteration and forgery of a coupon by verifying 
a digital signature described on the coupon even when a consumer 200 prints a 
coupon and uses it because a seller 100 produces a coupon on which the 
irreversible conversion value of a password transmitted from the consumer 
200coupon information that makes trouble if it is altered and a digital signature of 
the coupon information are described as visually recognizable data even when it is 
printed at the time of issuing the coupon. Alsoit is possible to detect illegal use of 
a coupon by a third person by such manners that the consumer 200 presents the 
same password as at the time of being issued when the consumer uses it and that 
the seller 100 compares the irreversible conversion value of the presented 
password with an irreversible conversion value described on the coupon. 



CLAIMS 



[Claim(s)] 

[Claim 1]A coupon issuing means which is equipped with the following and to which 



the above-mentioned seller terminal transmits a coupon in which the issue of 
banknotes was demanded from the above-mentioned consumer terminal to this 
consumer terminala coupon in which it was transmitted from the above-mentioned 
consumer terminaland use was demanded — andHave a coupon verifying means 
which verifies a coupon in which it was printed with the above-mentioned 
consumer terminaland use was demandedand a coupon issuing means of the 
above-mentioned seller terminalAn irreversible transformation value of a password 
which received a password transmitted from the above-mentioned consumer 
terminaland was receivedCoupon information about effect of a couponand 
encipherment information enciphered using a secret encryption key with which 
only a vender knows this coupon informationCreate a coupon indicated as data 
which can be viewedtransmit to this consumer terminaland a created coupon a 
coupon verifying means of the above-mentioned seller terminalAn irreversible 
transformation value of a password which received a password and a coupon 
which have been transmitted from this consumer terminaland was received when a 
coupon in which it was transmitted from the above-mentioned consumer 
terminaland use was demanded was verifiedVerify whether an irreversible 
transformation value indicated on a received coupon is in agreementand coupon 
information indicated on a received couponEncipherment information enciphered 
using a secret encryption key which only a vender knowslt is verified whether 
encipherment information indicated on a received coupon is in agreementAn 
irreversible transformation value of a password which acquired an irreversible 
transformation valuecoupon informationand encipherment information which are 
indicated on a printed coupon when verifying a coupon in which it was printed with 
the above-mentioned consumer terminaland use was demandedand was presented 
by consumersAn electronic coupon system verifying whether it verifies whether an 
acquired irreversible transformation value is in agreementand encipherment 
information enciphered using a secret encryption key with which only a vender 
knows acquired coupon informationand acquired encipherment information are in 
agreement. 

At least one consumer terminal which consumers use. 
A coupon issue-of-banknotes request means which requires the issue of 
banknotes of a coupon which demonstrates effect which it came to connect 
mutually at least one seller terminal which a vender uses via a networkand the 
above-mentioned consumer terminal transmitted consumers' password to the 
above-mentioned seller terminaland was beforehand defined by one sheet. 
A coupon reception means which receives a coupon transmitted from the above- 
mentioned seller terminal. 

A coupon using request means to transmit consumers' password and a coupon 
which the above-mentioned coupon reception means received to the above- 
mentioned seller terminaland to require use of this couponand a coupon printing 
means which prints a coupon which the above-mentioned coupon reception means 
received. 



[Claim 2]A coupon issuing means which is equipped with the following and to which 
the above-mentioned seller terminal transmits a coupon in which the issue of 
banknotes was demanded from the above-mentioned consumer terminal to this 
consumer terminala coupon in which it was transmitted from the above-mentioned 
consumer terminaland use was demanded — andHave a coupon verifying means 
which verifies a coupon in which it was printed with the above-mentioned 
consumer terminaland use was demandedand a coupon issuing means of the 
above-mentioned seller terminalAn irreversible transformation value of a password 
which received a password transmitted from the above-mentioned consumer 
terminaland was receivedA digital signature which connected coupon information 
about effect of a coupon and enciphered a connected result using a vender's 
secret key in a public-key crypto systemCreate a coupon which indicated the 
above-mentioned coupon information as data which can be viewedtransmit to this 
consumer terminaland a created coupon a coupon verifying means of the above- 
mentioned seller terminalWhen verifying a coupon in which it was transmitted from 
the above-mentioned consumer terminaland use was demandedAn irreversible 
transformation value of a password obtained as a result of decoding a digital 
signature which receives a password and a coupon which have been transmitted 
from this consumer terminaland is indicated on a received coupon using a vender's 
public key in a public-key crypto systemVerify whether an irreversible 
transformation value of a received password is in agreementand. Coupon 
information acquired as a result of decoding a digital signature indicated on a 
received coupon using a vender's public key in a public-key crypto systemlt is 
verified whether coupon information indicated on a received coupon is in 
agreementWhen verifying a coupon in which it was printed with the above- 
mentioned consumer terminaland use was demandedAn irreversible transformation 
value of a password which acquires coupon information and a digital signature 
which are indicated on a printed couponand is obtained as a result of decoding an 
acquired digital signature using a vender's public key in a public-key crypto 
systemVerify whether an irreversible transformation value of a password 
presented by consumers is in agreementand. An electronic coupon system 
verifying whether coupon information acquired as a result of decoding an acquired 
digital signature using a vender's public key in a public-key crypto systemand 
acquired coupon information are in agreement. 
At least one consumer terminal which consumers use. 
A coupon issue-of-banknotes request means which requires the issue of 
banknotes of a coupon which demonstrates effect which it came to connect 
mutually at least one seller terminal which a vender uses via a networkand the 
above-mentioned consumer terminal transmitted consumers' password to the 
above-mentioned seller terminaland was beforehand defined by one sheet. 
A coupon reception means which receives a coupon transmitted from the above- 
mentioned seller terminal. 

A coupon using request means to transmit consumers' password and a coupon 
which the above-mentioned coupon reception means received to the above- 



mentioned seller terminaland to require use of this couponand a coupon printing 
means which prints a coupon which the above-mentioned coupon reception means 
received. 

[Claim 3]Are the electronic coupon system according to claim 1 or 2and a coupon 
issuing means of the above-mentioned seller terminalA coupon which transmitted 
a digital signature which enciphered this whole coupon with a created coupon 
using a venders secret key in a public-key crypto system to the above-mentioned 
consumer terminaland received a coupon reception means of the above- 
mentioned consumer terminalAn electronic coupon system verifying whether a 
result of having decoded a transmitted digital signature using a vender's public key 
in a public-key crypto system with this coupon is in agreement. 
[Claim 4]Are the electronic coupon system according to claim 12or 3and the 
above-mentioned coupon informationFor every couponincluding a peculiar serial 
number the above-mentioned seller terminalHave a serial number storage means 
which memorizes a serial number in coupon information indicated on a coupon 
whose effect has been demonstratedand a coupon verifying means of the above- 
mentioned seller terminalAn electronic coupon system verifying whether the 
above-mentioned serial number storage means is ending with memory about a 
serial number in coupon information indicated on a coupon of a verification object. 
[Claim 5]An initial ticket issuing means which is equipped with the following and to 
which the above-mentioned seller terminal transmits the 1st ticket in which the 
issue of banknotes was demanded from the above-mentioned consumer terminal 
to this consumer terminalHave a ticket issuing means which transmits a ticket 
after the 2nd sheet as which the issue of banknotes was required from the above- 
mentioned consumer terminal to this consumer terminaland an initial ticket issuing 
means of the above-mentioned seller terminalA password which received a 
password transmitted from the above-mentioned consumer terminaland was 
receivedA peculiar value ("UID" is called hereafter.) given in order to identify a 
group of n ticketsConnect secret information which only a vender knows and 
based on irreversible transformation value H 1 of a connected resultCalculate 
irreversible transformation value H i+1 of irreversible transformation value Hj (1 
<=i<n) one by oneand the above UID and irreversible transformation value H n as 
the 1st ticketTransmit to this consumer terminal and a ticket issuing means of the 
above-mentioned seller terminalReceive a password and the issued banknotes 
newest ticket which have been transmitted from the above-mentioned consumer 
terminalconnect a received passwordUID of the received issued banknotes newest 
ticketsand secret information which only a vender knowsand based on irreversible 
transformation value of a connected resultlf irreversible transformation value 
H i+1 of irreversible transformation value H; (1 <=i<n) is calculated one by one and 
irreversible transformation value H m (1 <=m<=n) of the received issued banknotes 
newest tickets and irreversible transformation value are in agreementAn 
electronic coupon system which completes the issue of banknotes of n ticketsand 
will be characterized by transmitting the above UID and irreversible transformation 



value H m _-, to this consumer terminal as a following ticket if not in agreement. 
Are the electronic coupon system according to claim 123or 4and the above- 
mentioned consumer terminalAn initial ticket issue-of-banknotes request means 
which requires the issue of banknotes of a ticket of the 1st sheet of the coupons 
(a "ticket" is called hereafter.) which demonstrate effect beforehand defined when 
only n (n> 1) ** which transmitted consumers' password and were defined 
beforehand were collected to the above-mentioned seller terminal. 
It is consumers' password to the above-mentioned seller terminal. 
A ticket issue-of-banknotes request means which transmits a ticket (the "issued 
banknotes newest ticket" is called hereafter.) of the newest of the tickets issued 
banknotesand requires the issue of banknotes of a ticket after the 2nd sheet. 
A ticket reception means which receives and saves a ticket transmitted from the 
above-mentioned seller terminal. 

[Claim 6]An initial ticket issuing means which is equipped with the following and to 
which the above-mentioned seller terminal transmits the 1st ticket in which the 
issue of banknotes was demanded from the above-mentioned consumer terminal 
to this consumer terminalHave a ticket issuing means which transmits a ticket 
after the 2nd sheet as which the issue of banknotes was required from the above- 
mentioned consumer terminal to this consumer terminaland an initial ticket issuing 
means of the above-mentioned seller terminalA password which received a 
password transmitted from the above-mentioned consumer terminaland was 
receivedCalculate encipherment information H 1 which enciphered a result which 
connected a peculiar value ("UID" is called hereafter.) given in order to identify a 
group of n ticketsand was connected using a secret encryption key which only a 
vender knowsand. Based on calculated encipherment information ^calculate 
encipherment information H j+1 of encipherment information Hj (1 <=i<n) one by 
oneand the above UID and encipherment information H n as the 1st ticketTransmit 
to this consumer terminaland a ticket issuing means of the above-mentioned seller 
terminal receives a password and the issued banknotes newest ticket which have 
been transmitted from the above-mentioned consumer terminaland connects a 
received password and UID of the received issued banknotes newest 
ticketsCalculate encipherment information H 1 which enciphered a connected result 
using a secret encryption key which only a vender knowsand. Encipherment 
information H m (1 <=m<=n) of the issued banknotes newest tickets which 
calculated encipherment information H i+1 of encipherment information H; (1 <=i<n) 
one by oneand were received based on calculated encipherment information h^An 
electronic coupon system which completes the issue of banknotes of n ticketsand 
will be characterized by transmitting the above UID and encipherment information 
H m _ 1 to this consumer terminal as a following ticket if not in agreement if 
encipherment information H 1 is in agreement. 

Are the electronic coupon system according to claim 123or 4and the above- 
mentioned consumer terminalAn initial ticket issue-of-banknotes request means 
which requires the issue of banknotes of a ticket of the 1st sheet of the coupons 



(a "ticket" is called hereafter.) which demonstrate effect beforehand defined when 
only n (n> 1) ** which transmitted consumers' password and were defined 
beforehand were collected to the above-mentioned seller terminal. 
It is consumers' password to the above-mentioned seller terminal. 
A ticket issue-of-banknotes request means which transmits a ticket (the "issued 
banknotes newest ticket" is called hereafter.) of the newest of the tickets issued 
banknotesand requires the issue of banknotes of a ticket after the 2nd sheet. 
A ticket reception means which receives and saves a ticket transmitted from the 
above-mentioned seller terminal. 

[Claim 7]An initial ticket issuing means which is equipped with the following and to 
which the above-mentioned seller terminal transmits the 1st ticket in which the 
issue of banknotes was demanded from the above-mentioned consumer terminal 
to this consumer terminalHave a ticket issuing means which transmits a ticket 
after the 2nd sheet as which the issue of banknotes was required from the above- 
mentioned consumer terminal to this consumer terminaland an initial ticket issuing 
means of the above-mentioned seller terminalA password which received a 
password transmitted from the above-mentioned consumer terminaland was 
receivedA peculiar value ("UID" is called hereafter.) given in order to identify a 
group of n ticketsEncipherment information which enciphered a result which 
connected number-of-sheets information which shows that it is the 1st ticketand 
was connected using a secret encryption key which only a vender knows as the 
1st ticketTransmit to this consumer terminal and a ticket issuing means of the 
above-mentioned seller terminalA password and the issued banknotes newest 
ticket which have been transmitted from the above-mentioned consumer terminal 
are receivedlf number-of-sheets information acquired as a result of decoding 
encipherment information H m (1 <=m<=n) which receivedand which is the issued 
banknotes newest ticket using a secret encryption key which only a vender knows 
is number-of-sheets information which shows that it is the n~th ticketthe issue of 
banknotes of n tickets will be completedUID obtained as a result of decoding a 
received password and encipherment information H m (1 <=m<=n) which 
receivedand which is the issued banknotes newest tickets using a secret 
encryption key which only a vender knowsif that was not rightAn electronic 
coupon system transmitting encipherment information H m+1 which enciphered a 
result which connected number-of-sheets information which shows that they are 
the m+1st ticketsand was connected using a secret encryption key which only a 
vender knows to this consumer terminal as a following ticket. 
Are the electronic coupon system according to claim 123or 4and the above- 
mentioned consumer terminalAn initial ticket issue-of-banknotes request means 
which requires the issue of banknotes of a ticket of the 1st sheet of the coupons 
(a "ticket" is called hereafter.) which demonstrate effect beforehand defined when 
only n (n> 1) ** which transmitted consumers' password and were defined 
beforehand were collected to the above-mentioned seller terminal. 
It is consumers' password to the above-mentioned seller terminal. 



A ticket issue-of-banknotes request means which transmits a ticket (the "issued 
banknotes newest ticket" is called hereafter,) of the newest of the tickets issued 
banknotesand requires the issue of banknotes of a ticket after the 2nd sheet. 
A ticket reception means which receives and saves a ticket transmitted from the 
above-mentioned seller terminal. 

[Claim 8]Are the electronic coupon system according to claim 123456or 7and the 
above-mentioned consumer terminalWhen transmitting a password to the above- 
mentioned seller terminalTransmitafter enciphering this password using a vender's 
public key in a pub!ic-key crypto systemand the above-mentioned seller 
terminalAn electronic coupon system characterized by decoding this password 
using a vender's secret key in a public-key crypto system when a password 
transmitted from the above-mentioned consumer terminal is received. 
[Claim 9]Have the followingand the above-mentioned issue-of-banknotes person 
terminal is provided with a coupon issuing means which transmits a coupon in 
which the issue of banknotes was demanded from the above-mentioned consumer 
terminal to this consumer terminaland the above-mentioned seller terminala 
coupon in which it was transmitted from the above-mentioned consumer 
terminaland use was demanded — andHave a coupon verifying means which 
verifies a coupon in which it was printed with the above-mentioned consumer 
terminaland use was demandedand a coupon issuing means of the above- 
mentioned issue-of-banknotes person terminalAn irreversible transformation value 
of a password which received a password transmitted from the above-mentioned 
consumer terminaland was receivedA digital signature enciphered using a secret 
key [ in / for coupon information about effect and this coupon information of a 
coupon / a public-key crypto system ] of an issue-of-banknotes personCreate a 
coupon indicated as data which can be viewedtransmit to this consumer 
terminaland a created coupon a coupon verifying means of the above-mentioned 
seller terminalAn irreversible transformation value of a password which received a 
password and a coupon which have been transmitted from this consumer 
terminaland was received when a coupon in which it was transmitted from the 
above-mentioned consumer terminaland use was demanded was verifiedVerify 
whether an irreversible transformation value indicated on a received coupon is in 
agreementand a digital signature indicated on a received couponlt is verified 
whether a result decoded using a public key of an issue-of-banknotes person in a 
public-key crypto system and coupon information indicated on a received coupon 
are in agreementAn irreversible transformation value of a password which acquired 
an irreversible transformation valuecoupon informationand a digital signature which 
are indicated on a printed coupon when verifying a coupon in which it was printed 
with the above-mentioned consumer terminaland use was demandedand was 
presented by consumersAn electronic coupon system verifying whether it verifies 
whether an acquired irreversible transformation value is in agreementand a result 
of having decoded an acquired digital signature using a public key of an issue-of- 
banknotes person in a public-key crypto systemand acquired coupon information 



are in agreement. 

At least one consumer terminal which consumers use. 
At least one seller terminal which a vender uses. 

A coupon issue-of-banknotes request means which requires the issue of 
banknotes of a coupon which demonstrates effect which it came to connect 
mutually at least one issue-of-banknotes person terminal which an issue-of- 
banknotes person uses via a networkand the above-mentioned consumer terminal 
transmitted consumers' password to the above-mentioned issue-of-banknotes 
person terminaland was beforehand defined by one sheet. 

A coupon reception means which receives a coupon transmitted from the above- 
mentioned issue-of-banknotes person terminalA coupon using request means to 
transmit consumers' password and a coupon which the above-mentioned coupon 
reception means received to the above-mentioned seller terminaland to require 
use of this couponand a coupon printing means which prints a coupon which the 
above-mentioned coupon reception means received. 

[Claim 10]Have the followingand the above-mentioned issue-of-banknotes person 
terminal is provided with a coupon issuing means which transmits a coupon in 
which the issue of banknotes was demanded from the above-mentioned consumer 
terminal to this consumer terminaland the above-mentioned seller terminala 
coupon in which it was transmitted from the above-mentioned consumer 
terminaland use was demanded — andHave a coupon verifying means which 
verifies a coupon in which it was printed with the above-mentioned consumer 
terminaland use was demandedand a coupon issuing means of the above- 
mentioned issue-of-banknotes person terminalAn irreversible transformation value 
of a password which received a password transmitted from the above-mentioned 
consumer terminaland was receivedA digital signature which connected coupon 
information about effect of a coupon and enciphered a connected result using a 
secret key of an issue-of-banknotes person in a public-key crypto systemCreate 
a coupon which indicated this coupon information as data which can be 
viewedtransmit to this consumer terminaland a created coupon a coupon verifying 
means of the above-mentioned seller terminalWhen verifying a coupon in which it 
was transmitted from the above-mentioned consumer terminaland use was 
demandedAn irreversible transformation value of a password obtained as a result 
of decoding a digital signature which receives a password and a coupon which 
have been transmitted from this consumer terminaland is indicated on a received 
coupon using a public key of an issue-of-banknotes person in a public-key crypto 
systemVerify whether an irreversible transformation value of a received password 
is in agreementand. Coupon information acquired as a result of decoding a digital 
signature indicated on a received coupon using a public key of an issue-of- 
banknotes person in a public-key crypto systemlt is verified whether coupon 
information indicated on a received coupon is in agreementWhen verifying a 
coupon in which it was printed with the above-mentioned consumer terminaland 
use was demandedAn irreversible transformation value of a password which 



acquires coupon information and a digital signature which are indicated on a 
printed couponand is obtained as a result of decoding an acquired digital signature 
using a public key of an issue-of-banknotes person in a public-key crypto 
systemVerify whether an irreversible transformation value of a password 
presented by consumers is in agreementand. An electronic coupon system 
verifying whether coupon information acquired as a result of decoding an acquired 
digital signature using a public key of an issue-of-banknotes person in a public- 
key crypto systemand acquired coupon information are in agreement. 
At least one consumer terminal which consumers use. 
At least one seller terminal which a vender uses. 

A coupon issue-of-banknotes request means which requires the issue of 
banknotes of a coupon which demonstrates effect which it came to connect 
mutually at least one issue-of-banknotes person terminal which an issue-of- 
banknotes person uses via a networkand the above-mentioned consumer terminal 
transmitted consumers' password to the above-mentioned issue-of-banknotes 
person terminaland was beforehand defined by one sheet. 

A coupon reception means which receives a coupon transmitted from the above- 
mentioned issue-of-banknotes person terminalA coupon using request means to 
transmit consumers' password and a coupon which the above-mentioned coupon 
reception means received to the above-mentioned seller terminaland to require 
use of this couponand a coupon printing means which prints a coupon which the 
above-mentioned coupon reception means received. 

[Claim 1 1]Are the electronic coupon system according to claim 9 or "lOand a 
coupon issuing means of the above-mentioned issue-of-banknotes person 
terminalA coupon which transmitted a digital signature which enciphered this 
whole coupon with a created coupon using a secret key of an issue-of-banknotes 
person in a public-key crypto system to the above-mentioned consumer 
terminaland received a coupon reception means of the above-mentioned 
consumer terminalAn electronic coupon system verifying whether a result of 
having decoded a transmitted digital signature using a public key of an issue-of- 
banknotes person in a public-key crypto system with this coupon is in agreement. 
[Claim 12]Have the following and a coupon verifying means of the above- 
mentioned seller terminalNotify a serial number in coupon information indicated on 
a coupon whose effect has been demonstrated to the above-mentioned issue-of- 
banknotes person terminaland. An electronic coupon system asking a verification 
result about a serial number in coupon information indicated on a coupon of a 
verification object to the above-mentioned issue-of-banknotes person terminal. 
A serial number storage means with which are the electronic coupon system 
according to claim 910or Hand the above-mentioned coupon information 
remembers a serial number it was notified from the above-mentioned seller 
terminal including a peculiar serial number for every coupon that the above- 
mentioned issue-of-banknotes person terminal was to be. 
A serial number verifying means which verifies whether the above-mentioned 



serial number storage means is ending with memory about a serial number which 
had an inquiry from the above-mentioned seller terminaland answers a verification 
result to this seller terminal. 

[Claim 13]An initial ticket issuing means which is equipped with the following and 
to which the above-mentioned issue-of-banknotes person terminal transmits the 
1st ticket in which the issue of banknotes was demanded from the above- 
mentioned consumer terminal to this consumer terminalHave a ticket issuing 
means which transmits a ticket after the 2nd sheet as which the issue of 
banknotes was required from the above-mentioned consumer terminal to this 
consumer terminaland an initial ticket issuing means of the above-mentioned 
issue-of-banknotes person terminalA password which received a password 
transmitted from the above-mentioned consumer terminaland was receivedA 
peculiar value ("UID" is called hereafter.) given in order to identify a group of n 
ticketsConnect secret information which only an issue-of-banknotes person 
knowsand based on irreversible transformation value H 1 of a connected 
resultCalculate irreversible transformation value H i+1 of irreversible transformation 
value H { (1 <=i<n) one by oneand the above UID and irreversible transformation 
value H n as the 1st ticketTransmit to this consumer terminal and a ticket issuing 
means of the above-mentioned issue-of-banknotes person terminalReceive a 
password and the issued banknotes newest ticket which have been transmitted 
from the above-mentioned consumer terminalconnect a received passwordUID of 
the received issued banknotes newest ticketsand secret information which only an 
issue-of-banknotes person knowsand based on irreversible transformation value 
Ht of a connected resultlf irreversible transformation value H M of irreversible 
transformation value H; (1 <=i<n) is calculated one by one and irreversible 
transformation value H m (1 <=m<=n) of the received issued banknotes newest 
tickets and irreversible transformation value H 1 are in agreementAn electronic 
coupon system which completes the issue of banknotes of n ticketsand will be 
characterized by transmitting the above UID and irreversible transformation value 
H m _ t to this consumer terminal as a following ticket if not in agreement. 
Are the electronic coupon system according to claim 91011 or 12and the above- 
mentioned consumer terminalAn initial ticket issue-of-banknotes request means 
which requires the issue of banknotes of a ticket of the 1st sheet of the coupons 
(a "ticket" is called hereafter.) which demonstrate effect beforehand defined when 
only n (n> 1) ** which transmitted consumers' password and were defined 
beforehand were collected to the above-mentioned issue-of-banknotes person 
terminal. 

It is consumers' password to the above-mentioned issue-of-banknotes person 
terminal. 

A ticket issue-of-banknotes request means which transmits a ticket (the "issued 
banknotes newest ticket" is called hereafter.) of the newest of the tickets issued 
banknotesand requires the issue of banknotes of a ticket after the 2nd sheet. 
A ticket reception means which receives and saves a ticket transmitted from the 



above-mentioned issue-of-banknotes person terminal. 

[Claim 14]An initial ticket issuing means which is equipped with the following and 
to which the above-mentioned issue-of-banknotes person terminal transmits the 
1st ticket in which the issue of banknotes was demanded from the above- 
mentioned consumer terminal to this consumer terminalHave a ticket issuing 
means which transmits a ticket after the 2nd sheet as which the issue of 
banknotes was required from the above-mentioned consumer terminal to this 
consumer terminaland an initial ticket issuing means of the above-mentioned 
issue-of-banknotes person terminalA password which received a password 
transmitted from the above-mentioned consumer terminaland was 
receivedCalculate encipherment information which enciphered a result which 
connected a peculiar value ("UID" is called hereafter.) given in order to identify a 
group of n ticketsand was connected using a secret encryption key which only an 
issue-of-banknotes person knowsand. Based on calculated encipherment 
information ^calculate encipherment information H i+1 of encipherment information 
H; (1 <=i<n) one by oneand the above UID and encipherment information H n as the 
1st ticketTransmit to this consumer terminaland a ticket issuing means of the 
above-mentioned issue-of-banknotes person terminal receives a password and 
the issued banknotes newest ticket which have been transmitted from the above- 
mentioned consumer terminaland connects a received password and UID of the 
received issued banknotes newest ticketsCalculate encipherment information H 1 
which enciphered a connected result using a secret encryption key which only an 
issue-of-banknotes person knowsand. Encipherment information H m (1 <=m<=n) of 
the issued banknotes newest tickets which calculated encipherment information 
H i+1 of encipherment information Hj (1 <=i<n) one by oneand were received based 
on calculated encipherment information h^An electronic coupon system which 
completes the issue of banknotes of n ticketsand will be characterized by 
transmitting the above UID and encipherment information to this consumer 
terminal as a following ticket if not in agreement if encipherment information is 
in agreement. 

Are the electronic coupon system according to claim 9101 1or 12and the above- 
mentioned consumer terminalAn initial ticket issue-of-banknotes request means 
which requires the issue of banknotes of a ticket of the 1st sheet of the coupons 
(a "ticket" is called hereafter.) which demonstrate effect beforehand defined when 
only n (n> 1) ** which transmitted consumers' password and were defined 
beforehand were collected to the above-mentioned issue-of-banknotes person 
terminal. 

It is consumers' password to the above-mentioned issue-of-banknotes person 
terminal. 

A ticket issue-of-banknotes request means which transmits a ticket (the "issued 
banknotes newest ticket" is called hereafter.) of the newest of the tickets issued 
banknotesand requires the issue of banknotes of a ticket after the 2nd sheet. 
A ticket reception means which receives and saves a ticket transmitted from the 



above-mentioned issue-of-banknotes person terminal. 

[Claim 15]An initial ticket issuing means which is equipped with the following and 
to which the above-mentioned issue-of-banknotes person terminal transmits the 
1st ticket in which the issue of banknotes was demanded from the above- 
mentioned consumer terminal to this consumer terminalHave a ticket issuing 
means which transmits a ticket after the 2nd sheet as which the issue of 
banknotes was required from the above-mentioned consumer terminal to this 
consumer terminaland an initial ticket issuing means of the above-mentioned 
issue-of-banknotes person terminalA password which received a password 
transmitted from the above-mentioned consumer terminaland was receivedA 
peculiar value ("UID" is called hereafter.) given in order to identify a group of n 
ticketsEncipherment information H 1 which enciphered a result which connected 
number-of-sheets information which shows that it is the 1 st ticketand was 
connected using a secret encryption key which only an issue-of-banknotes person 
knows as the 1st ticketTransmit to this consumer terminal and a ticket issuing 
means of the above-mentioned issue-of-banknotes person terminalA password 
and the issued banknotes newest ticket which have been transmitted from the 
above-mentioned consumer terminal are receivedlf number-of-sheets information 
acquired as a result of decoding encipherment information H m (1 <=m<=n) which 
receivedand which is the issued banknotes newest ticket using a secret encryption 
key which only an issue-of-banknotes person knows is number-of-sheets 
information which shows that it is the n~th ticketthe issue of banknotes of n 
tickets will be completedUID obtained as a result of decoding a received password 
and encipherment information H m (1 <=m<=n") which receivedand which is the 
issued banknotes newest tickets using a secret encryption key which only an 
issue-of-banknotes person knowsif that was not rightAn electronic coupon system 
transmitting encipherment information H m+1 which enciphered a result which 
connected number-of-sheets information which shows that they are the m+1st 
ticketsand was connected using a secret encryption key which only an issue-of- 
banknotes person knows to this consumer terminal as a following ticket. 
Are the electronic coupon system according to claim 91011 or 12and the above- 
mentioned consumer terminalAn initial ticket issue-of-banknotes request means 
which requires the issue of banknotes of a ticket of the 1st sheet of the coupons 
(a "ticket" is called hereafter.) which demonstrate effect beforehand defined when 
only n (n> 1) ** which transmitted consumers' password and were defined 
beforehand were collected to the above-mentioned issue-of-banknotes person 
terminal. 

It is consumers' password to the above-mentioned issue-of-banknotes person 
terminal. 

A ticket issue-of-banknotes request means which transmits a ticket (the "issued 
banknotes newest ticket" is called hereafter.) of the newest of the tickets issued 
banknotesand requires the issue of banknotes of a ticket after the 2nd sheet. 
A ticket reception means which receives and saves a ticket transmitted from the 



above-mentioned seller terminal. 

[Claim 16]Are the electronic coupon system according to claim 910111 21 31 4or 
15and the above-mentioned consumer terminalWhen transmitting a password to 
the above-mentioned issue-of-banknotes person terminalWhen transmitting after 
enciphering this password using a public key of an issue-of-banknotes person in a 
public-key crypto systemand transmitting a password to the above-mentioned 
seller terminalTransmitafter enciphering this password using a vender's public key 
in a public-key crypto systemand the above-mentioned issue-of-banknotes 
person terminalWhen a password transmitted from the above-mentioned consumer 
terminal is receivedAn electronic coupon system when this password is decoded 
using a secret key of an issue-of-banknotes person in a public-key crypto 
systemand the above-mentioned seller terminal receives a password transmitted 
from the above-mentioned consumer terminalwherein it decodes this password 
using a vender's secret key in a public-key crypto system. 

[Claim 17]In a system which comes to connect mutually at least one consumer 
terminal which consumers useand at least one seller terminal which a vender uses 
via a networkBy one sheetare the method of performing the issue of banknotes 
and verification of a coupon which demonstrate effect defined beforehandand at 
the time of the issue of banknotes of a coupon the above-mentioned seller 
terminalA password which received a password transmitted from a consumer 
terminal which required the issue of banknotes of a couponand was 
receivedEncipherment information which is the result of enciphering coupon 
information about effect of a coupon with an encryption method which only self 
can encipherand encipheringCreate a coupon which indicated this coupon 
information as data which can be viewedtransmit to a consumer terminal and a 
created coupon at the time of verification of a coupon the above-mentioned seller 
terminalln being the coupon in which a coupon of a verification object was 
transmitted from the above-mentioned consumer terminaland use was demandedA 
result which received a password and a coupon which are transmitted from this 
consumer terminalenciphered a password and coupon information which were 
received with the same encryption method as the time of the issue of banknotes 
of a couponand was encipheredEncipherment information indicated on a received 
coupon verifies whether it is in agreementand a coupon of a verification objectln 
being the coupon in which it was printed with the above-mentioned consumer 
terminaland use was demandedA result which acquired coupon information and 
encipherment information which are indicated on a printed couponenciphered a 
password presented by consumers and acquired coupon information with the same 
encryption method as the time of the issue of banknotes of a couponand was 
encipheredThe electronic coupon issue of banknotes and a detecting method 
verifying whether acquired encipherment information is in agreement. 
[Claim 18]In a system which comes to connect mutually at least one consumer 
terminal which consumers useat least one seller terminal which a vender usesand 
at least one issue-of-banknotes person terminal which an issue-of-banknotes 



person uses via a networkBy one sheetare the method of performing the issue of 
banknotes and verification of a coupon which demonstrate effect defined 
beforehandand at the time of the issue of banknotes of a coupon the above- 
mentioned issue-of-banknotes person terminalA password which received a 
password transmitted from a consumer terminal which required the issue of 
banknotes of a couponand was receivedEncipherment information which is the 
result of enciphering coupon information about effect of a coupon with an 
encryption method which only self can encipherand encipheringCreate a coupon 
which indicated this coupon information as data which can be viewedtransmit to a 
consumer terminal and a created coupon at the time of verification of a coupon 
the above-mentioned seller terminalln being the coupon in which a coupon of a 
verification object was transmitted from the above-mentioned consumer 
terminaland use was demandedReceive a password and a coupon which are 
transmitted from this consumer terminaltransmit a password and coupon 
information which were received to the above-mentioned issue-of-banknotes 
person terminalrequire verification of this couponand a coupon of a verification 
objectln being the coupon in which it was printed with the above-mentioned 
consumer terminaland use was demandedAcquire a printed coupontransmit a 
password presented by consumers and an acquired coupon to the above- 
mentioned issue-of-banknotes person terminalrequire verification of this 
couponand the above-mentioned issue-of-banknotes person terminalA result of 
having received a password and a coupon which are transmitted from a seller 
terminal which required verification of a couponand having enciphered a password 
and coupon information which were received with the same encryption method as 
the time of the issue of banknotes of a couponThe electronic coupon issue of 
banknotes and a detecting method verifying whether encipherment information 
indicated on a received coupon is in agreementand notifying a verification result to 
this seller terminal. 



DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]In the utilizing environment of the electronic commerce 
system with which this invention is performed via networkssuch as the 
InternetVarious goodsand service and an exchangeable electronic coupon about 
the electronic coupon system for dealing with it properly in more detailThe 
consumers who received the electronic coupon via the network are related with 
the electronic coupon system which enabled it to use this electronic coupon not 
only in the virtual store established on the network but in the store which exists 
actually. 
[0002] 

[Description of the Prior Art]Nowthe ticket (a "coupon" is called generally 



hereafter.) exchangeable for various goods and servicessuch as a gift certificate 
and a discount tickethas spread. Although there are what demonstrates effect by 
one sheetand a thing which demonstrates effect when only two or more sheets 
are collected in this kind of couponHe is trying to prevent a third party's 
unauthorized use by being made to make forgery and an alteration difficult by 
using advanced printing techniqueor checking a signature at the time of useso that 
effect becomes large. 

[0003]By the wayelectronic commerce technology through an open network like 
the Internet is briskly performed increasingly by development of information 
machines and equipment in recent yearsand maintenance of communication 
environment. On a networka vender establishes a virtual store and sells goods to 
general consumers. 

[0004]Also in the electronic commerce technology through such a networkthe 
demand of liking to deal with a coupon (electronic coupon) as part of consumer 
services is increasing. Howeverwhen an electronic coupon is made into mere 
image datait will be able to perform simply that copy the electronic couponand the 
consumers who received the electronic coupon in the regular procedure use it 
repeatedlyand supply other consumers widely. Since an electronic coupon is 
distributed via an open networkthere is also a possibility that it may be 
intercepted and used improperly by the third party. 

[0005]As a measure for preventing such a malfeasancethe following encoding 
technology is used in the electronic coupon system. 

[0006]In order to prevent forgery and an alteration of an electronic coupon in an 
electronic coupon system as the 1st measurehe adds a venders (agency issuing 
banknotes) digital signature to an electronic couponand is trying to check the 
digital signature at the time of use. Digital signature art is indicated by 1 33 pages - 
138 pages of "code theoretical introduction:Eiji Okamoto work and KYORITSU 
SHUPPAN (1996)"for example. It is as follows if the signature method by the 
asymmetric cipher (public key encryption) in this literature is explained briefly. 
[0007]A signer is enciphering a message (or hash value of a message) to sign using 
the secret key which only a signer knowshe creates signature dataputs a message 
and signature data togetherand hands a verification person. If a verification 
person's message which decoded the received signature data using the public key 
corresponding to the above-mentioned secret keyand thought it to be the 
decoded result correspondshe will judge that it is the data signed by the above- 
mentioned signer. 

[0008]In order to prevent double use of an electronic coupon in an electronic 
coupon system as the 2nd measurehe adds a serial number to each electronic 
couponand is trying to check whether it is an intact electronic coupon with 
checking the serial number at the time of use. 

[0009]In order to prevent the unauthorized use of the electronic coupon by a third 
party in an electronic coupon system as the 3rd measurehe enciphers a message 
and is trying to transmit. As a method of enciphering a messageSSL (Secure 
Socket Layer) etc. which are indicated to 101 pages - 1 12 pages of a 



"OpenDesign(No. 1996/6 No.14):CQ publishing company" are mentionedfor 

example. 

[0010] 

[Problem(s) to be Solved by the Invention]ln the case of a system only for an 
electronic coupon which performs all the processings from the issue of banknotes 
of an electronic coupon to use via a networkvarious malfeasances can be 
prevented by taking all the measures mentioned above. Howeverif consumers' 
user-friendliness is taken into considerationthe electronic coupon which 
consumers received via the network will be printed on paperAlthough the paper 
coupon and an electronic coupon concomitant use system which is brought and 
used for a store are preferred like the coupon of the conventional paper basisin 
being such a systemSince the digital signature added to the electronic coupon is 
not reflected in a printed resultforgery of an electronic coupon cannot be 
prevented. 

[001 1]Although double use of a coupon can be prevented by managing a used 
serial number in a storelf a third party uses the coupon improperly when the 
memory storage of a consumer terminal is robbed of the electronic coupon 
received via the networkor when the printed coupon is stolenit will become 
impossible for just consumers to use a coupon. 

[0012]When only two or more sheets are collectedin dealing with a coupon (this 
kind of coupon is hereafter called a "ticket".) which demonstrates effectSince 
issue-of-banknotes number of sheets increases compared with the coupon which 
demonstrates effect by one sheet and all consumers do not finish collecting 
ticketsit is serious to manage by the vender side for every consumers. 
[0013]in light of the above-mentioned circumstancesthis invention comes out. It is 
in the consumers who received the electronic coupon via the purpose providing 
the electronic coupon system which enabled it to use this electronic coupon not 
only in the virtual store established on the network but in the store which exists 
actually. 

[0014]There are other purposes of this invention in providing the electronic 
coupon system which enabled it to reduce a vender's time and effortwhen dealing 
with a ticket. 
[0015] 

[Means for Solving the Problem]To achieve the above objectsat least one 
consumer terminal in which consumers use this invention as the 1st modeCome to 
be connected mutually via a network and at least one seller terminal which a 
vender uses the above-mentioned consumer terminalA coupon issue-of- 
banknotes request means which requires the issue of banknotes of a coupon 
which demonstrates effect which transmitted consumers' password and was 
beforehand defined by one sheet to the above-mentioned seller terminalA coupon 
reception means which receives a coupon transmitted from the above-mentioned 
seller terminalConsumers' password and a coupon which the above-mentioned 
coupon reception means received are transmitted to the above-mentioned seller 



terminalHave a coupon using request means to require use of this couponand a 
coupon printing means which prints a coupon which the above-mentioned coupon 
reception means receivedand the above-mentioned seller terminalA coupon 
issuing means which transmits a coupon in which the issue of banknotes was 
demanded from the above-mentioned consumer terminal to this consumer 
terminalHave a coupon verifying means which verifies a coupon in which it was 
transmitted from the above-mentioned consumer terminaland use was 
demandedand a coupon in which it was printed with the above-mentioned 
consumer terminaland use was demandedand a coupon issuing means of the 
above-mentioned seller terminal receives a password transmitted from the above- 
mentioned consumer terminalAn irreversible transformation value of a received 
passwordand coupon information about effect of a couponEncipherment 
information enciphered using a secret encryption key with which only a vender 
knows this coupon informationCreate a coupon indicated as data which can be 
viewedtransmit to this consumer terminaland a created coupon a coupon verifying 
means of the above-mentioned seller terminalAn irreversible transformation value 
of a password which received a password and a coupon which have been 
transmitted from this consumer terminaland was received when a coupon in which 
it was transmitted from the above-mentioned consumer terminaland use was 
demanded was verifiedVerify whether an irreversible transformation value 
indicated on a received coupon is in agreementand. Encipherment information 
enciphered using a secret encryption key with which only a vender knows coupon 
information indicated on a received couponlt is verified whether encipherment 
information indicated on a received coupon is in agreementAn irreversible 
transformation value of a password which acquired an irreversible transformation 
valuecoupon informationand encipherment information which are indicated on a 
printed coupon when verifying a coupon in which it was printed with the above- 
mentioned consumer terminaland use was demandedand was presented by 
consumersVerify whether an acquired irreversible transformation value is in 
agreementand. An electronic coupon system verifying whether encipherment 
information enciphered using a secret encryption key with which only a vender 
knows acquired coupon informationand acquired encipherment information are in 
agreement is provided. 

[0016]Since he is trying to create a coupon which indicated encipherment 
information which enciphered it about troubled coupon information as data which 
can be viewed according to the 1st mode if alteredEven when consumers print and 
use a couponforgery and an alteration of a coupon can be prevented by verifying 
encipherment information indicated on a printed coupon. 
[0017]Since he is trying to create a coupon which indicated the irreversible 
transformation value as data which can be viewed about a password which 
consumers presented at the time of the issue of banknotes of a coupon according 
to the 1 st modeAn unauthorized use of a coupon by a third party can be detected 
now by comparing an irreversible transformation value of a password which 
consumers presented at the time of use of a coupon with an irreversible 



transformation value indicated on a coupon. 

[0018]In the 1st modea coupon issuing means of the above-mentioned seller 
terminalAn irreversible transformation value of a password which received not 
operation mentioned above but a password transmitted from the above-mentioned 
consumer terminaland was receivedA digital signature which connected coupon 
information about effect of a coupon and enciphered a connected result using a 
vender s secret key in a public-key crypto systemCreate a coupon which indicated 
the above-mentioned coupon information as data which can be viewedand when it 
may be made to transmit to this consumer terminal and a created coupon is 
carried out in this wayWhen verifying a coupon in which it was transmitted from 
the above-mentioned consumer terminaland use was demandeda coupon verifying 
means of the above-mentioned seller terminalA password and a coupon which 
have been transmitted from this consumer terminal are receivedAn irreversible 
transformation value of a password obtained as a result of decoding a digital 
signature indicated on a received coupon using a vender's public key in a public- 
key crypto systemCoupon information acquired as a result of verifying whether an 
irreversible transformation value of a received password is in agreement and 
decoding a digital signature indicated on a received coupon using a vender s public 
key in a public-key crypto systemlt is verified whether coupon information 
indicated on a received coupon is in agreementWhen verifying a coupon in which it 
was printed with the above-mentioned consumer terminaland use was 
demandedAn irreversible transformation value of a password which acquires 
coupon information and a digital signature which are indicated on a printed 
couponand is obtained as a result of decoding an acquired digital signature using a 
vender's public key in a public-key crypto systemVerify whether an irreversible 
transformation value of a password presented by consumers is in agreementand. It 
can be verified whether coupon information acquired as a result of decoding an 
acquired digital signature using a vender's public key in a public-key crypto 
systemand acquired coupon information are in agreement. 
[0019]In the 1st modea coupon issuing means of the above-mentioned seller 
terminalA digital signature which enciphered this whole coupon with a created 
coupon using a vender's secret key in a public-key crypto systemlt is made to 
transmit to the above-mentioned consumer terminaland may be made to verify 
whether a received coupon and result of a coupon reception means of the above- 
mentioned consumer terminal of having decoded a digital signature transmitted 
with this coupon using a vender's public key in a public-key crypto system 
correspond. 

[0020]If it does in this waya received coupon can be verified by the consumer side 
who received the issue of banknotes of a coupon not only at the time of use of a 
coupon but at the time of the issue of banknotes of a coupon. 
[0021 ]In the 1st modemake it the above-mentioned coupon information contain a 
peculiar serial number for every couponand it the above-mentioned seller 
terminalHave a serial number storage means which memorizes a serial number in 
coupon information indicated on a coupon whose effect has been 



demonstratedand a coupon verifying means of the above-mentioned seller 
terminallt may be made to verify whether about a serial number in coupon 
information indicated on a coupon of a verification objectthe above-mentioned 
serial number storage means is ending with memory. 

[0022]If it does in this wayin addition to forgery of a couponan alterationand an 
unauthorized use of a coupon by a third partydouble use of a coupon can also be 
prevented. 

[0023]In order to attain the purpose besides the abovethis inventionAs the 2nd 
modein the 1st modethe above-mentioned consumer terminalA coupon which 
demonstrates effect beforehand defined when only n (n> 1) ** which transmitted 
consumers' password and were defined beforehand were collected to the above- 
mentioned seller terminal, (a "ticket" is called hereafter.) — with an initial ticket 
issue-of-banknotes request means which requires the issue of banknotes of the 
1st ticket. Consumers' password and a ticket (the "issued banknotes newest 
ticket" is called hereafter.) of the newest of the tickets issued banknotes are 
transmitted to the above-mentioned seller terminalHave a ticket issue-of- 
banknotes request means which requires the issue of banknotes of a ticket after 
the 2nd sheetand a ticket reception means which receives and saves a ticket 
transmitted from the above-mentioned seller terminaland the above-mentioned 
seller terminalAn initial ticket issuing means which transmits the 1st ticket in 
which the issue of banknotes was demanded from the above-mentioned consumer 
terminal to this consumer terminalA password which it had a ticket issuing means 
which transmits a ticket after the 2nd sheet as which the issue of banknotes was 
required from the above-mentioned consumer terminal to this consumer 
terminaland an initial ticket issuing means of the above-mentioned seller terminal 
received a password transmitted from the above-mentioned consumer terminaland 
was receivedA peculiar value ("UID" is called hereafter.) given in order to identify 
a group of n ticketsConnect secret information which only a vender knows and 
based on irreversible transformation value H 1 of a connected resultCalculate 
irreversible transformation value H i+1 of irreversible transformation value Hj (1 
<=i<n) one by oneand the above UID and irreversible transformation value H n as 
the 1st ticketTransmit to this consumer terminal and a ticket issuing means of the 
above-mentioned seller terminalA password which received a password and the 
issued banknotes newest ticket which have been transmitted from the above- 
mentioned consumer terminaland was receivedUID of the received issued 
banknotes newest tickets and secret information which only a vender knows are 
connectedBased on irreversible transformation value H 1 of a connected 
resultirreversible transformation value H i+1 of irreversible transformation value H; (1 
<=Kn) is calculated one by onelf irreversible transformation value H m (1 <=m<=n) 
of the received issued banknotes newest tickets and irreversible transformation 
value Hi are in agreementcomplete the issue of banknotes of n ticketsand if not in 
agreementthe above UID and irreversible transformation value H m _-, as a following 
ticketAn electronic coupon system transmitting to this consumer terminal is 
provided. 



[0024]A password which is the information which only consumers know according 
to the 2nd modeSecret information (for examplea venders secret key in a public- 
key crypto system) which only a vender knowsRepeatfrom what connected UID for 
identifying a group of n ticketscalculate an irreversible transformation valueand in 
the n-th calculation resultthe n-1st calculation results — turn of the 2nd 
calculation result and the 1st calculation result. Since he is trying to issue each 
calculation result as a ticketit becomes unnecessary to manage how many tickets 
were already issued for every consumers by the store side. 

[0025]In the 2nd modean initial ticket issuing means of the above-mentioned seller 
terminalA password which received not operation mentioned above but a password 
transmitted from the above-mentioned consumer terminaland was 
receivedCalculate encipherment information which enciphered a result which 
connected a peculiar value ("UID" is called hereafter.) given in order to identify a 
group of n ticketsand was connected using a secret encryption key which only a 
vender knowsand. Based on calculated encipherment information ^calculate 
encipherment information H i+1 of encipherment information H; (1 <=i<n) one by 
oneand the above UID and encipherment information H n as the 1st ticketMake it 
transmit to this consumer terminaland a ticket issuing means of the above- 
mentioned seller terminalA password which received not operation mentioned 
above but a password transmitted from the above-mentioned consumer 
terminaland the issued banknotes newest ticketand was receivedCalculate 
encipherment information which enciphered a result which connected UID of 
the received issued banknotes newest ticketsand was connected using a secret 
encryption key which only a vender knowsand based on calculated encipherment 
information H^f encipherment information H i+1 of encipherment information H } (1 
<=i<n) is calculated one by one and encipherment information H m (1 <=m<=n) of 
the received issued banknotes newest tickets and encipherment information 
are in agreementThe issue of banknotes of n tickets is completedand if not in 
agreementit may be made to transmit the above UID and encipherment information 
H mH to this consumer terminal as a following ticket. 

[0026]In the 2nd modean initial ticket issuing means of the above-mentioned seller 
terminalNot operation mentioned above but an initial ticket issuing means of the 
above-mentioned seller terminalA password which received a password 
transmitted from the above-mentioned consumer terminaland was receivedA 
peculiar value ("UID" is called hereafter.) given in order to identify a group of n 
ticketsEncipherment information H 1 which enciphered a result which connected 
number-of-sheets information which shows that it is the 1st ticketand was 
connected using a secret encryption key which only a vender knows as the 1st 
ticketMake it transmit to this consumer terminaland a ticket issuing means of the 
above-mentioned seller terminalNot operation mentioned above but a password 
transmitted from the above-mentioned consumer terminal and the issued 
banknotes newest ticket are receivedlf number-of-sheets information acquired as 
a result of decoding encipherment information H m (1 <=m<=n) which receivedand 
which is the issued banknotes newest ticket using a secret encryption key which 



only a vender knows is number-of-sheets information which shows that it is the 
n-th ticketlf the issue of banknotes of n tickets is completed and that is not righta 
received password and encipherment information H m (1 <=m<=n) which received 
and which is the issued banknotes newest ticketsUID obtained as a result of 
decoding using a secret encryption key which only a vender knowslt may be made 
to transmit encipherment information H m+1 which enciphered a result which 
connected number-of-sheets information which shows that they are the m+1st 
ticketsand was connected using a secret encryption key which only a vender 
knows to this consumer terminal as a following ticket 
[0027] 

[Embodiment of the Invention] Hereafteran embodiment of the invention is 
described with reference to drawings. 

[0028]In the drawing referred to by the following explanationthe same numerals 
shall express the same component. Therebythis invention is not limited. 
[0029](A 1st embodiment) A 1st embodiment of this invention is described first. 
[0030] Drawing 1 is a figure showing the outline composition of the electronic 
coupon system concerning a 1st embodiment. 

[0031]The electronic coupon system concerning a 1st embodimentAs it is a 
system which consumer 200 1 - 200 n (it is also only hereafter called "the 
consumer 200".)and the vender 100 use and is shown in drawing 1 Via the 
communications networks 300such as the Internetit is connected mutually and 
consumer terminal 201 1 which is a terminal which the consumer 200 uses - 201 n 
(it is also only hereafter called "the consumer terminal 201".)and the seller 
terminal 101 which is terminals which the vender 100 uses are constituted. 
[0032]In the electronic coupon system concerning a 1st embodimentBecause the 
consumer 200 exchanges data between the seller terminals 101 via the 
communications network 300 using the consumer terminal 201. The issue of 
banknotes of a coupon can be required of the vender 100or it enables it to require 
use of the coupon issued by the vender 100. At this timeusing the seller terminal 
101a coupon is issued to the consumer 200 or the vender 100 verifies the coupon 
used by the consumer 200. 

[0033]In the electronic coupon system especially built over a 1st embodimentlt 
also enables it to require use of a coupon of the vender 100 directly because the 
consumer 200 prints the coupon issued by the vender 100 and brings the printed 
coupon in a store using the consumer terminal 201. At this timethe vender 100 
verifies the coupon which the consumer 200 brought using the seller terminal 101. 
[0034]Namelythe electronic coupon system concerning a 1st 
embodimentElectronic-commerce-technology environment performed via the 
communications network 300 is realizedand the consumer 200 enables it to use 
the coupon issued by the vender 100 not only in the virtual store established on 
the communications network 300 but in the store which exists actually. 
[0035]Nextthe hardware constitutions of the seller terminal 101 and the consumer 
terminal 201 which constitute the electronic coupon system concerning a 1st 
embodiment are explained using drawing 2 and drawing 3 . 



[0036] Drawing 2 is a figure showing the hardware constitutions of the seller 
terminal 101. 

[0037]As shown in drawing 2 the seller terminal 101 has the composition that the 
communication interface 102the display 103the input device 104the memory 
storage 105the central processing unit (CPU) 106and the temporary memory 
(memory) 107 of each other were connected by bus 110. 
[0038]The communication interface 102 is an interface for exchanging data 
between the consumer terminals 201 via the communications network 300. 
[0039]The display 103 is used in order to display the message to the vender 100 
using the seller terminal 101etc.and it comprises CRTa liquid crystal displayetc. 
[0040]The input device 104 is used in order that the vender 100 using the seller 
terminal 101 may input dataa commandetc.and it comprises a keyboarda mouseetc. 
[0041 ]The memory storage 105 is used in order to memorize permanently the 
program and data which are used with the seller terminal 101 and it comprises a 
hard diska floppy disketc. 

[0042]CPU106 controls the component of the seller terminal 101 in 
generalizationor performs various data processing. 

[0043]The operating system ("OS" is called hereafter.) 107athe program which 
CPU106such as the coupon issue of banknotes and the verification processing 
program 1 07bexecuteetc. are temporarily stored in the memory 107. 
[0044]HereOS107a is a program for realizing functionssuch as file 
managementprocess controland device managementin order to control the seller 
terminal 101 whole. The coupon issue of banknotes and the verification processing 
program 107b are programs for issuing a coupon to the consumer 200 or verifying 
the coupon in which use was demanded from the consumer 200. 
[0045] Drawing 3 is a figure showing the hardware constitutions of the consumer 
terminal 201. 

[0046]As shown in drawing 3 the consumer terminal 201 The communication 
interface 202The display 203the input device 204the memory storage 205the 
central processing unit (CPU) 206the temporary memory (memory) 207and the 
printer 208 have composition mutually connected by bus 210. 
[0047]The communication interface 202 is an interface for exchanging data 
between the seller terminals 101 via the communications network 300. 
[0048]The display 203 is used in order to display the message to the consumer 
200 using the consumer terminal 201etc.and it comprises CRTa liquid crystal 
displayetc. 

[0049]The input device 204 is used in order that the consumer 200 using the 
consumer terminal 201 may input dataa commandetc.and it comprises a keyboarda 
mouseetc. 

[0050]The memory storage 205 is used in order to memorize permanently the 
program and data which are used with the consumer terminal 201 and it comprises 
a hard diska floppy disketc. 

[0051]CPU206 controls the component of the consumer terminal 201 in 
generalizationor performs various data processing. 



[0052]OS207athe program which CPU206such as a coupon demandreceptionand 
the calling processing program 207bexecuteetc. are temporarily stored in the 
memory 207. 

[0053]HereOS207a is a program for realizing functionssuch as file 
managementprocess controland device managementin order to control the 
consumer terminal 201 whole. A coupon demandreceptionand the calling 
processing program 207b are programs for requiring the issue of banknotes of a 
coupon of the vender 100receiving the coupon issued by the vender 100or 
requiring use of a coupon of the vender 100. 

[0054]The printer 208 is used in order to print electronic dataand it comprises a 
printer etc. 

[0055]Nextoperation of the electronic coupon system concerning a 1st 
embodiment is explained. 

[0056]following explanation **** — the consumer terminal 201 performs actually 
processing which the consumer 200 performs with the consumer's 200 
directionsand the seller terminal 101 performs actually processing which the 
vender 100 performs with the vender's 100 directions. 

[0057] Drawing 4 is a figure for explaining operation until the consumer 200 
receives the coupon which required the issue of banknotes of the coupon of the 
vender 100and was issued by the vender 100. 

[0058]In drawing 4 the consumer 200 assumes first that the conditions which 
receive the issue of banknotes of a coupon from the vender 100 are fulfilled 
(S2000). 

[0059]The consumer 200 performs the coupon request process (S2400) mentioned 
laterand transmits the password 501 of the enciphered self to the vender 100. 
[0060]If the password 501 is receivedthe vender 100 will perform coupon ticket 
issue processing (S1300) mentioned laterand will transmit the coupon 502 and the 
digital signature 503 of the coupon 502 to the consumer 200. 
[0061 ]If the coupon 502 and the digital signature 503 are receivedthe consumer 
200 will perform coupon reception (S2500) mentioned laterand will keep the 
received coupon 502. 

[0062] Drawing 5 is a figure for explaining operation until the consumer 200 who 
has already received the issue of banknotes of the coupon uses a coupon via the 
communications network 300 and the vender 100 verifies a coupon. 
[0063]In drawing 5t he consumer 200 who has already received the issue of 
banknotes of the coupon performs coupon use on-line processing (S2600) 
mentioned laterand transmits the coupon 502 which came to hand by coupon 
reception (S2500)and the password 501 of the enciphered self to the vender 100. 
[0064]If the coupon 502 and the password 501 are receivedthe vender 100 will 
perform coupon verification processing (S1400) mentioned laterand will verify the 
received coupon 502. 

[0065] Drawing 6 is a figure for explaining operation until the consumer 200 who 
has already received the issue of banknotes of the coupon prints a couponand 
brings and uses the printed coupon for a store and the vender 100 verifies a 



coupon. 

[0066]In drawing 6t he consumer 200 who has already received the issue of 
banknotes of the coupon performs coupon use off-line processing (S2700) 
mentioned laterand brings the printed coupon 504 in a store. 
[0067]Coupon verification processing (S1400) will be performed and the vender 
100 will verify the received coupon 504if the coupon 504 which the consumer 200 
brought is received. 

[0068] Drawing 7 is a processing flow chart of the coupon request process (S2400) 
of drawing 4 and this processing is realized by a coupon demandreceptionand the 
calling processing program 207b. 

[0069]As shown in drawing 7 in a coupon request process (S2400)firstto the 
vender 100the consumer 200 demands the venders 100 public key in a public-key 
crypto systemand receives a public key (Step 2401). 

[0070]Thenthe consumer 200 enters the password which only self knows (Step 
2402). 

[0071]Thenthe consumer 200 enciphers the password entered at Step 2402 using 
the public key which came to hand at Step 2401 (Step 2403)and transmits the 
enciphered password 501 to the vender 100 (Step 2404). 

[0072] Drawing 8 is a processing flow chart of the coupon ticket issue processing 
(S1300) of drawing 4 and this processing is realized by the coupon issue of 
banknotes and the verification processing program 107b. 

[0073]As shown in drawing 8 in coupon ticket issue processing (S1300) the vender 
100Firstreception of the enciphered password 501 will decode the received 
password 501 using the vender's 100 secret key in a public-key crypto system 
(Step 1302). (Step 1301) Although here shows the example which enciphers a 
password using public-key-encryption artif it is not intercepted when a password 
passes the communications network 300what kind of encoding technology may be 
used. 

[0074]Thenthe vender 100 performs irreversible transformation to the password 

501 decoded at Step 1302 (Step 1303). Hereafterthe result of having performed 
irreversible transformation to the password is called the irreversible 
transformation value or PH of a password. 

[0075]Thenthe vender 100 sets up the coupon information about effect of a 
couponsuch as worth (for exampleamount of money) of a serial numberthe term of 
validityand a coupon (Step 1304)and the digital signature of the set-up coupon 
information is calculated using the vender's 100 secret key (Step 1305). And the 
irreversible transformation value calculated at Step 1303the coupon information 
set up at Step 1304and the digital signature calculated at Step 1305The coupon 

502 as a document is created by creating the coupon indicated as data (for 
examplea numbera characteretc.) which can be viewed (Step 1306). 
[0076]Thenthe coupon 502 which the vender 100 calculated the digital signature 

503 of the coupon 502 whole as a document using the vender's 100 secret key 
(Step 1307)and was created at Step 1306The digital signature 503 calculated at 
Step 1307 is transmitted to the consumer 200 (Step 1308). 



[0077] Drawing 9 is a processing flow chart of the coupon reception (S2500) of 
drawing 4 and this processing is realized by a coupon demandreceptionand the 
calling processing program 207b. 

[0078]As shown in drawing 9 in coupon reception (S2500) the consumer 200By 
verifying the digital signature 503 which receivedif the coupon 502 and the digital 
signature 503 which the vender 100 transmitted are received (Step 2501). It is 
verified whether the received coupon 502 is altered while being transmitted via the 
communications network 300 (Step 2502). In Step 2502in detailthe consumer 200 
will judge that the received coupon 502 is not alteredif the received coupon 502 is 
compared with the result of having decoded the digital signature 503 which 
received using the vender's 100 public key and both are in agreement. 
[0079]And if not alteredthe received coupon 502 is saved at the memory storage 
205 (Step 2503). 

[0080]Hereas for the coupon 502it is preferred to be able to consider it as form as 
shown in drawing 14 for exampleand to make it displayed on the display 203 at the 
time of reception. 

[0081] Drawing 10 is a processing flow chart of coupon use on-line processing 
(S2600) of drawing S and this processing is realized by a coupon 
demandreceptionand the calling processing program 207b. 

[0082]As shown in drawing 1 0 in coupon use on-line processing (S2600)firstto the 
vender 100the consumer 200 demands the vender's 100 public keyand receives a 
public key (Step 2601). 

[0083]Thenthe consumer 200 enters the password (the same password as the 
password entered by the coupon request process (S2400)) which knows only self 
(Step 2602). 

[0084]Thenthe password 501 which the consumer 200 enciphered the password 
entered at Step 2602 using the public key which came to hand at Step 2601 (Step 
2603)and was encipheredThe coupon 502 which came to hand by the coupon 
reception (S2500) shown in drawing 9 is transmitted to the vender 100 (Step 2604). 
[0085] Drawing 1 1 is a processing flow chart of coupon use off-line processing 
(S2700) of drawing 6 and this processing is realized by a coupon 
demandreceptionand the calling processing program 207b. 
[0086]As shown in drawing 1 1 in coupon use off-line processing (S2700)the 
consumer 200 prints the coupon 502 which came to hand by the coupon reception 
(S2500) shown in drawing 9 with the printer 208 (Step 2701). 
[0087]Herethe forms of the printed coupon 504 are the form of the coupon 502 
shown in drawing H and the same form. 

[0088]Thenthe consumer 200 brings the printed coupon 504 in a storeand tells the 
vender 100 the password (the same password as the password entered by the 
coupon request process (S2400)) which only self knows (Step 2702). Step 2702 is 
action which consumer 200 self performsand is not performed with the consumer 
terminal 201. 

[0089] Drawing 12 is a processing flow chart of drawing 5 and the coupon 
verification processing (S1400) of drawing 6 and this processing is realized by the 



coupon issue of banknotes and the verification processing program 107b. 
[0090]As shown in drawing 12 coupon verification processing (S1400). [ whether 
the coupon used is the coupon 502 which arrived on-line via the communications 
network 300and ] Or processing is divided by whether it is the coupon (printed 
coupon) 504 brought directly (Step 1401). 

[0091]ln being the coupon 504 brought directlythe vender 100 starts processing 
from the document verification processing of Step 1404. Howeveralthough it is 
necessary to acquire the variety of information the vender 100 is indicated to be 
on the coupon 504 at this timeabout an acquisition methodit is arbitrary. 
[0092]In being the coupon 502 which arrived on-line via the communications 
network 300With this coupon 502the vender 100 receives the enciphered 
password 501 (Step 1402)and decodes the received password 501 using the 
vender's 1 00 secret key (Step 1 403). 

[0093]In Step 1404the vender 100 performs document verification processing 
which verifies the variety of information indicated on the coupon. The details of 
document verification processing are mentioned later. 

[0094]When the verification about all the information is passed as a result of the 
document verification processing of Step 1404in order to prevent double use of 
(Step 1405) and a couponThe serial number in the coupon information indicated on 
the coupon is registered into a used serial list of number (Step 1406)and effect 
that the coupon was defined is demonstrated (Step 1407). When at least one is a 
rejection(Step 1405) and error handling are performed (Step 1408). 
[0095] Drawing 13 is a processing flow chart of the document verification 
processing (Step 1 404) of drawing 12 . 

[0096]As shown in drawing 13 in document verification processing (Step 1404)the 
vender 100 calculates first the digital signature of the coupon information 
indicated on the coupon as a document using the vender's 100 secret key (Step 
1410). 

[0097]And since the coupon is altered if verification is not passed (i.e. if the 
calculated digital signature and the digital signature indicated on the coupon are 
not in agreement) (Step 141 Derror handling is performed (Step 1417). 
[0098]If verification is passed (i.e. if the calculated digital signature and the digital 
signature indicated on the coupon are in agreement) (Step 1411)The irreversible 
transformation value of the password (or password told by the consumer 200) 
obtained at Step 1403 is calculatedand is compared with the calculated 
irreversible transformation value and the irreversible transformation value 
indicated on the coupon as a document (Step 1412). 

[0099]Since it is thought that it is the unauthorized use of the coupon by the third 
party who does not know the password at the time of the coupon issue of 
banknotes if both are not in agreement as a result of comparison of Step 1412 
(Step 1413)error handling is performed (Step 1418). 
[0100]The vender 100 verifies whether the serial number in the coupon 
information indicated on the coupon as a document is registered into the used 
serial list of number (Step 1414). If already registered (Step 1415)error handling 



will be performed for the reason of double use of a coupon (Step 1419). 
[0101]Finallythe vender 100 verifies whether it is a coupon within the term of 
validity with reference to the term of validity in the coupon information indicated 
on the coupon as a document (Step 1416)and if he is outside the term of 
validityhe will perform error handling of a term-of-validity piece (Step 1420). 
[01 02]If all verification of these is passedit becomes effective [ a coupon ] and 
effect will be demonstrated. 

[0103]In the electronic coupon system built over a 1st embodiment as explained 
abovelf a serial numberthe term of validitythe amount of moneyetc. are alteredhe 
calculates using the secret key which is the information to which only the vender 
100 knows the troubled digital signature of coupon informationand is trying to 
create the coupon which indicated the calculated digital signature as data which 
can be viewed. 

[0104]Thereforeaccording to the electronic coupon system concerning a 1st 
embodimenteven when the consumer 200 prints and uses an electronic 
couponforgery and an alteration of a coupon can be detected by verifying the 
digital signature indicated on the printed coupon. 

[0105]He is trying to create the coupon which indicated the irreversible 
transformation value of the password which the consumer 200 presented as data 
which can be viewed in the electronic coupon system concerning a 1st 
embodiment at the time of the issue of banknotes of a coupon. He is trying to 
compare the irreversible transformation value of the password which showed the 
vender 100 the password which only the consumer 200 who demanded the issue 
of banknotes knowsand the consumer 200 presented with the irreversible 
transformation value indicated on the coupon at the time of use of a coupon. 
[0106]Thereforeaccording to the electronic coupon system concerning a 1st 
embodimenteven if a coupon is stolenthe third party who does not know the 
password which the issue-of-banknotes demand of the coupon was shown can be 
prevented from using a coupon improperly. 

[0107]Although the example which indicated on the coupon the digital signature 
calculated using the vender's 100 secret key in a public-key crypto system about 
coupon information in the electronic coupon system concerning a 1 st embodiment 
as data which can be viewed is shownThe encipherment information enciphered 
using the secret encryption key which only the vender 100 knows is indicated on a 
coupon as data which can be viewedand it may be made to verify this 
encipherment information. 

[0108]In the electronic coupon system concerning a 1st embodimentSince it is 
convenient even if the example which indicated about the password the 
irreversible transformation value which performed irreversible transformation on 
the coupon as data which can be viewed is shownand it exhibits the irreversible 
transformation method according to this exampleWhen the irreversible 
transformation value of a password is inharmoniousthe consumer 200 is able to 
calculate and check the irreversible transformation value of the password which 
self presented. Howeverthe encipherment information enciphered with the 



encryption method which can encipher only the vender 100 is indicated on a 
coupon about a password as data which can be viewedand it may be made to 
verify this encipherment information. 

[0109]This invention is not limited to a 1st embodiment mentioned aboveand 
various modification is possible for it within the limits of the gist. 
[01 10]For examplein the electronic coupon system concerning a 1st 
embodimentwhen transmitting a password to the vender 100the consumer 200 
acquires the venders 100 public keyand is made to perform encryption 
communicationbut he does not limit this invention to this. The consumer 200 can 
use the public key after 2 timesif the venders 100 public key comes to hand once. 
As long as it can have a common key between the vender 100 and the consumer 
200it may be made to encipher using secret key cryptosystem art. 
[01 1 1]When transmitting a password from the consumer 200 to the vender 100 in 
the electronic coupon system concerning a 1st embodimentin order that the 
enciphered password may prevent it being stolen as it is and used improperlyA 
password is enciphered with other information (a random number and a suitable 
number may be sufficienOand it may be made to transmit. 

[01 12]In the electronic coupon system concerning a 1st embodimentalthough he is 
made to indicate a digital signature on a coupon as data of a numerical valuea 
characteretc. which can be viewedif viewing after printing is possible for the 
vender 100he needs a bar code etc.for example. If it indicates as a bar codewhen 
the vender 100 acquires a variety of information from the printed couponhe can 
use a bar code reader. 

[01 13]In the electronic coupon system concerning a 1st embodimentalthough the 
vender 100 is made to indicate independently the irreversible transformation value 
of the consumer's 200 passwordand the digital signature of coupon 
informationsuch as a serial numberthe term of validityand the amount of moneyon 
a couponlt may be made for a password to also calculate a digital signature 
together with coupon information. After the information on the origin which 
calculates digital signaturessuch as coupon information and a passwordat this time 
performs irreversible transformation^ may be made to calculate a digital signature. 
[0114]In (a 2nd embodiment) and timea coupon has what demonstrates effect by 
one sheetand a thing which demonstrates effect only when a certain kind of 
conditions are fulfilled by the vender's 100 sales policy. For examplewhen only the 
number of sheets defined beforehand is collectedonly a different point from a 1st 
embodiment that mentioned above the case where a coupon (this kind of coupon 
is hereafter called a "ticket" especially.) which demonstrates effect was dealt 
withas a 2nd embodiment is explained. 

[0115]The outline composition of the electronic coupon system concerning a 2nd 
embodiment is the same as the outline composition shown in drawing 1 . 
[01 16] Drawing 15 is a figure showing the hardware constitutions of the seller 
terminal 101. 

[01 17]A different point from the hardware constitutions shown in drawing 2 is a 
point that the ticket issue of banknotes and the verification processing program 



107c are temporarily stored in the memory 107. 

[01 18]The ticket issue of banknotes and the verification processing program 107c 
are programs for issuing a ticket to the consumer 200 or verifying the ticket in 
which use was demanded from the consumer 200. 

[01 19] Drawing 16 is a figure showing the hardware constitutions of the consumer 
terminal 201. 

[0120]A different point from the hardware constitutions shown in drawing 3 is a 
point that a ticket demandreceptionand the calling processing program 207c are 
temporarily stored in the memory 207. 

[0121]A ticket demandreceptionand the calling processing program 207c are 
programs for requiring the issue of banknotes of a ticket of the vender 
100receiving the ticket issued by the vender 100or requiring use of a ticket of the 
vender 100. 

[01 22]Nextoperation of the electronic coupon system concerning a 2nd 
embodiment is explained. 

[0123]The consumer terminal 201 performs actually processing which the 
consumer 200 performs with the consumers 200 directions like a 1st embodiment 
that also mentioned following explanation **** aboveand the seller terminal 101 
performs actually processing which the vender 100 performs with the vender's 100 
directions. 

[01 24] Drawing 17 is a figure for explaining operation until the consumer 200 
receives the 1 st ticket that required the issue of banknotes of the 1 st ticket of 
the vender 100and was issued by the vender 100. Only n tickets shall demonstrate 
effectwhen it collects. 

[0125]In drawing 17f irstthe consumer 200 performs the initial ticket issue-of- 
banknotes request process (S2100) mentioned laterand transmits the password 
501 of the enciphered self to the vender 100. 

[0126]The peculiar value ("UID" is called hereafter.) 505 given in order that the 
vender 100 might perform initial ticket ticket issue processing (S1 100) mentioned 
later and might identify the group of n ticketsif the password 501 was 
receivedAlthough the secret information (for examplethe venders 100 secret key) 
which only the password 501 and UID505 which receivedand the vender 100 know 
was connectedn-th irreversible transformation value H n (506 n ) is transmitted to 
the consumer 200 as the 1st ticket. 

[0127]If UID505 and H n (506 n ) are receivedthe consumer 200 will perform ticket 
reception (S2200) mentioned laterand will keep UID505 and H n (506 n ) which 
received. 

[01 28] Drawing 18 is a figure for explaining operation until the consumer 200 
receives the ticket after the 2nd sheet that required the issue of banknotes of the 
ticket after the 2nd sheet of the vender 100and was issued by the vender 100. 
[0129]In drawing 18 firstwhen receiving the issue of banknotes of the 2nd ticketthe 
consumer 200The ticket issue-of~banknotes request process (S2300) mentioned 
later is performedand the password 501 of the enciphered selfand UID505 and H n 
(506 n ) which came to hand by the ticket reception (S2200) of the 1st sheet are 



transmitted to the vender 100. 

[0130]If the vender 100 receives the password 501UID505and H n (506 n )The 
password 501 and UID505 which performed ticket ticket issue processing (S1200) 
mentioned laterand receivedand H n (506 n )From the venders 100 secret keyH n _ 1 
(506 nH ) is calculated and calculated H n _ 1 (506 n _ ? ) is transmitted to the consumer 
200 as the 2nd ticket. 

[0131]Ticket reception (S2200) will be performed and the consumer 200 will keep 
H n _! (506 n-1 ) which receivedif H n „ 1 (506 n _ t ) is received. 

[01 32]Similarlywhen receiving the issue of banknotes of the rrvMst (1 <=m<n) 
ticketsthe consumer 200A ticket issue-of-banknotes request process (S2300) is 
performedand the password 501 of the enciphered selfand UID505 and H n _ (m _ 1} 
(506 n _( mH) ) which came to hand by the ticket reception (S2200) of the m-th sheet 
are transmitted to the vender 100. 

[0133]If the vender 100 receives the password 501UID505and H n _ (m _ 1} (506 n _ (m _ 
1} )The password 501 and UID505 which performed ticket ticket issue processing 
(S1200)and receivedand H n _ (m _ 1) (506 n _ (m _ 1) )From the vender's 100 secret keyH n _ m 
(506 n _ m ) is calculated and calculated H n _ m (506 n _ m ) is transmitted to the consumer 
200 as the m+1st tickets. 

[0134]Ticket reception (S2200) will be performed and the consumer 200 will keep 
H n _ m (506 n _ m ) which receivedif H n _ m (506 n _ m ) is received. 

[01 35]Thusfor the consumer 200 to be able to collect n tickets and demonstrate 
the effect of these n tickets. A ticket issue-of-banknotes request process 
(S2300) is performedand the password 501 of the enciphered selfand UID505 and 
H 1 (506 } ) which came to hand by the ticket reception (S2200) of the n-th sheet 
are transmitted to the vender 100. 

[01 36]If the vender 100 receives the password 501UID505and (506 ^Ticket 
ticket issue processing (S1200) is performedand from the password 501 and 
UID505 which received!-^ (506 ^and the vender's 100 secret keythe consumer 200 
checks having collected tickets and performs only n n ticket collection end 
processing (S1250). 

[01 37] Drawing 19 is a processing flow chart of the initial ticket issue-of- 
banknotes request process (S2100) of drawing 17 and this processing is realized by 
a ticket demandreceptionand the calling processing program 207c. 
[0138]As shown in drawing 19 in an initial ticket issue-of-banknotes request 
process (S2100)firstto the vender 100the consumer 200 demands the vender's 
100 public keyand receives a public key (Step 2101). 

[0139]Thenthe consumer 200 enters the password which only self knows (Step 
2102). 

[0140]Thenthe consumer 200 enciphers the password entered at Step 2102 using 
the public key which came to hand at Step 2101 (Step 2103)and transmits the 
enciphered password 501 to the vender 100 (Step 2104). 
[0141] Drawing 20 is a processing flow chart of the initial ticket ticket issue 
processing (S1 100) of drawing 1 7 and this processing is realized by the ticket issue 
of banknotes and the verification processing program 107c. 



[01 42]If the vender 100 receives the enciphered password 501 first in initial ticket 
ticket issue processing (S1 100) as shown in drawing 20 (Step 1101)the received 
password 501 will be decoded using the vender's 100 secret key (Step 1102). 
Although here shows the example which enciphers a password using public-key- 
encryption artif it is not intercepted when a password passes the communications 
network 300what kind of encoding technology may be used. 

[0143]Thenthe vender 100 creates UID505 which is a peculiar value for identifying 
the group of n tickets (Step 1 1 03)Irreversible transformation is performed to the 
password decoded at Step 1 102UID505 which were created at Step 1 103and the 
thing which combined the vender's 100 secret key (Step 1 104). Although the result 
of having performed irreversible transformation to what combined a 
passwordUIDand a secret key hereafter is called irreversible transformation value 
H m (1 <=m<=n)irreversible transformation value H m calculated at Step 1 104 is H } 
(506 

[0144]Thenthe vender 100 calculates irreversible transformation value H i+1 (1 
<=i<n) of Hj (Step 1 105). In Step 1 105in detail the vender 100As shown in drawing 
24irreversible transformation value H 2 (506 2 ) of H 1 (506 } ) is calculated 
firstlrreversible transformation value H i+1 (1 <=i<n) of H ; is repeated and calculated 
until it calculates irreversible transformation value H n (506 n ) of (506 n _ 1 ). 
[0145]Finallythe vender 100 transmits UID505 created at Step 1103and n-th 
irreversible transformation value H n (506 n ) to the consumer 200 as the 1st ticket 
(Step 1106). 

[01 46] Drawing 21 is a processing flow chart of drawing 1 7 and the ticket reception 
(S2200) of drawing 18 and this processing is realized by a ticket 
demandreceptionand the calling processing program 207c. 

[0147]As shown in drawing 21 in ticket reception (S2200) the consumer 200If the 
data transmitted by the vender 100 is received (Step 2201 )it judges whether 
UID505 is contained in the received data (Step 2202)and when containedUID505 is 
saved at the memory storage 205 (Step 2203). 

[0148]Finallythe consumer 200 saves irreversible transformation value H m which 
received at the memory storage 205 (Step 2204). 

[0149]The consumer 200 can recognize the how many ticket was issued at 
counting the number of times which saved irreversible transformation value H m 
which received at the memory storage 205. Thenin the consumer terminal 201 it is 
preferred that the display which shows the how many ticket was issued is made by 
the display 203. 

[0150] Drawing 22 is a processing flow chart of the ticket issue-of-banknotes 
request process (S2300) of drawing 18 and this processing is realized by a ticket 
demandreceptionand the calling processing program 207c. 
[0151]As shown in drawing 22 in a ticket issue-of-banknotes request process 
(S2300)firstto the vender 100the consumer 200 demands the vender's 100 public 
keyand receives a public key (Step 2301). 

[01 52]Thenthe consumer 200 enters the password (the same password as the 
password entered by the initial ticket issue-of-banknotes request process 



(S2100)) which knows only self (Step 2302). 

[0153]Thenthe password 501 which the consumer 200 enciphered the password 
entered at Step 2302 using the public key which came to hand at Step 2301 (Step 
2303)and was encipheredUID505 which came to hand by the ticket reception 
(S2200) shown in drawing 21 and irreversible transformation value H m which came 
to hand by ticket reception (S2200) 1 time ago are transmitted to the vender 100 
(Step 2304). 

[0154]Thusby transmitting irreversible transformation value H m which came to 
hand by ticket reception (S2200) 1 time ago the vender 1 0OIt can know now the 
how many newest tickets that issued banknotes to the consumer 200 there 
arei.e.is the consumer 200 collecting the tickets up to the how many sheets?. 
[0155]The consumer 200 should demand the issue of banknotes of the 1st ticketor 
(should the initial ticket issue-of-banknotes request process (S2100) shown in 
drawing 19 be performed?), or — or it should require the issue of banknotes of the 
ticket after the 2nd sheet (should the ticket issue-of-banknotes request process 
(S2300) shown in drawing 22 be performed?) — ******** — jt can be judged 
whether UID505 is memorized by the memory storage 205. 

[0156] Drawing 23 is a processing flow chart of the ticket ticket issue processing 
(S1200) of drawing 18 and this processing is realized by the ticket issue of 
banknotes and the verification processing program 107c. 

[0157]As shown in drawing 23 in ticket ticket issue processing (S1200) the vender 
100Firstreception of the enciphered password 501UID505and irreversible 
transformation value H m will decode the received password 501 using the venders 
100 secret key (Step 1202). (Step 1201) Although here shows the example which 
enciphers a password using public-key-encryption artif it is not intercepted when 
a password passes the communications network 300what kind of encoding 
technology may be used. 

[0158]Thenalthough the vender 100 combined the secret key of UID505 and the 
vender 100 who received at the password decoded at Step 1202and Step 1201 he 
calculates irreversible transformation value H 1 (Step 1203). 

[01 59]Thenthe vender 100 verifies whether H m which received at Step 1201 and 
calculated at Step 1203 are in agreement (Step 1204)Since it means that the 
consumer 200 finished collecting n tickets when in agreementit progresses to Step 
1208 and ticket collection completion processing is performed. The ticket 
collection completion processing of Step 1208 is equivalent to ticket collection 
end processing (S1250) of drawing 1 8 and the contents of processing can consider 
various contents of processing according to the vender's 100 sales policyand it 
does not define them in particular. 

[0160]When H m which received at Step 1201 and H, calculated at Step 1203 are 
not in agreementthe vender 100 (Step 1204)Since it means that the consumer 200 
has not finished collecting n ticketsirreversible transformation value H i+1 (1 <=i<n) 
of Hj is calculated (Step 1205)and it asks for i (1<i<=n) used as H m =Hj (Step 1206). 
In Step 1206like Step 1 105 of the initial ticket ticket issue processing (S1100) 
shown in drawing 20 although the vender 100 repeats and calculates irreversible 



transformation value H i+1 (1 <=i<n) of ^Calculation can be stopped when i (1<i<=n) 
used as H m =H; is able to be found. 

[0161]Heresince it means that either is unjust at least of the password 501 and 
UID505 which received at Step 1201 and Hm when i used as H^H; does not 
existerror handling is performed (Step 1209). 

[0162]The vender 100 transmits H M to the consumer 200 with UID505when i used 
as H m =Hi exists (Step 1207). 

[0163]In the electronic coupon system built over a 2nd embodiment as explained 
aboveFrom what connected UID for identifying the group of the secret key of the 
vender 100 who is the secret information which only the vender 100 knowsthe 
password which is the information which only the consumer 200 knowsand n 
tickets at the time of the issue of banknotes of a ticket. Repeatcalculate an 
irreversible transformation value and in n-th irreversible transformation value 
H n the n-1st irreversible transformation value H nH — the turn of 2nd irreversible 
transformation value H 2 and 1st irreversible transformation value He is trying 
to reply each irreversible transformation value to the consumer 200. He is trying 
to transmit H m and UID which were transmitted from the consumer 200 1 time ago 
to the vender 100and a password. The data required to calculate an irreversible 
transformation value for every consumer 200 is made to be transmitted from the 
consumer 200 to the vender 100. 

[01 64]Thereforeeven if a ticket is stolen [ according to the electronic coupon 
system concerning a 2nd embodiment ] on a channel in addition to the effect by a 
1st embodiment mentioned aboveThe third party who does not know a password 
can be prevented from using a ticket improperlyand it becomes unnecessary to 
manage how many tickets were already issued every consumer 200 by the vender 
100 side. 

[0165]Also in the electronic coupon system concerning a 2nd embodimentas a 1st 
embodiment mentioned above explainedvarious modification is possible within the 
limits of the gist of this invention. 

[0166]For examplein the electronic coupon system concerning a 2nd 
embodimentalthough the vender 100 is made to calculate an irreversible 
transformation value by using the vender's 100 secret key at the time of the ticket 
issue of banknotesSince this calculation is good if incalculable except vender 100if 
the algorithm of irreversible transformation is disclosureit is not necessary to use 
the vender's 100 secret key. 

[0167]In the electronic coupon system concerning a 2nd embodimentAlthough the 
vender 100 transmits UID to the consumer 200 at the time of the initial ticket 
issue of banknotesand the consumer 200 keeps the UID and is made to transmit 
kept UID from the consumer 200 to the vender 100 after thatlt may be made to 
transmit UID from the vender 100 to the consumer 200 each time at the time of 
the ticket issue of banknotes. 

[0168]Although the vender 100 is made to reply the irreversible transformation 
value calculated from the vender's 100 secret keythe passwordand the thing that 
connected UID at the time of the ticket issue of banknotes to the consumer 200 



in the electronic coupon system concerning a 2nd embodimentWhat connected a 
password and UID is enciphered using the secret encryption key (for examplethe 
vender's 100 secret key in a public-key crypto system) which only the vender 100 
knowsand it may be made to reply the enciphered encipherment information to the 
consumer 200. The vender 100 in detail based on encipherment information H 1 of 
what connected a password and UIDEncipherment information H i+1 of encipherment 
information H; (1 <=i<n) is calculated one by onelt may be made to reply each 
encipherment information to the consumer 200 in n-th encipherment information 
H n the n-1st encipherment information H n _., — the turn of 2nd encipherment 
information H 2 and 1st encipherment information 

[01 69]Although the vender 100 is made to reply the irreversible transformation 
value calculated from the venders 100 secret keythe passwordand the thing that 
connected UID at the time of the ticket issue of banknotes to the consumer 200 
in the electronic coupon system concerning a 2nd embodimentWhat connected the 
number-of-sheets information which shows a passwordUIDand the how many 
ticket it islt enciphers using the secret encryption key (for examplethe venders 
100 secret key in a public-key crypto system) which only the vender 100 
knowsand may be made to reply the enciphered encipherment information to the 
consumer 200. If it does in this waythe vender 100 can know how many tickets the 
consumer 200 collected using the number-of-sheets information acquired as a 
result of decoding the encipherment information transmitted to the issue-of- 
banknotes demand of a ticket using the secret encryption key which only the 
vender 100 knows from the consumer 200. 

[0170]In the electronic coupon system concerning a 2nd embodimentalthough the 
vender 100 is made to transmit an irreversible transformation value to the 
consumer 200 at the time of the ticket issue of banknotesThe ticket indicated as 
data which can view an irreversible transformation value as well as the coupon 
explained by a 1st embodiment mentioned above is createdand it may be made to 
transmit the ticket as a document to the consumer 200. If it does in this wayin the 
consumer terminal 201 for examplea display as shown in drawing 25 is made by the 
display 203and it can be shown the how many ticket was issued. 
[0171]Like the coupon explained by a 1st embodiment mentioned above also in the 
electronic coupon system concerning a 2nd embodimentfrom the vender 100 to 
the consumer 200 with a ticket. If the digital signature of the whole ticket may be 
made to be transmitted and it does in this wayit is verifiable whether the received 
ticket is altered by the consumer 200 side who received the issue of banknotes of 
the ticket. 

[0172](A 3rd embodiment) and the issue-of-banknotes person for exclusive use 
whom the vender 100 prepared the issue of banknotes of the coupon 
independently in time may be made to carry outand only a different point from a 
1st embodiment that mentioned above the case where the issue-of-banknotes 
person of a coupon was providedas a 3rd embodiment is explained hereafter. 
[01 73] Drawing 26 is a figure showing the outline composition of the electronic 
coupon system concerning a 3rd embodiment. 



[0174]The electronic coupon system concerning a 3rd embodimentConsumer 200 , 
- 200 n (it is also only hereafter called "the consumer 200". )As it is a system 
which seller terminal 600 , - 600 n (it is also only hereafter called "the vender 
600".)and the issue-of-banknotes person 700 use and is shown in drawing 
26Consumer terminal 201 1 which is a terminal which the consumer 200 uses - 
201 n (it is also only hereafter called "the consumer terminal 201".)Via the 
communications networks 300such as the Internetit is connected mutually and 
seller terminal 601 , which is a terminal which the vender 600 uses - 601 n (it is 
also only hereafter called "the seller terminal 601".)and the issue-of-banknotes 
person terminal 701 which is terminals which the issue-of-banknotes person 700 
uses are constituted. 

[01 75]Nextthe hardware constitutions of the issue-of-banknotes person terminal 
701 which constitutes the electronic coupon system concerning a 3rd 
embodimentand the store terminal 601 are explained using drawing 27 and drawing 
28 . The hardware constitutions of the consumer terminal 201 are the same as the 
hardware constitutions shown in drawing 3 . 

[0176] Drawing 27 is a figure showing the hardware constitutions of the issue-of- 
banknotes person terminal 701. 

[0177]As shown in drawing 27 the issue-of-banknotes person terminal 701 The 
communication interface 702The display 703the input device 704the memory 
storage 705the central processing unit (CPU) 706and the temporary memory 
(memory) 707 have composition connected mutually by bus 71 Oandfundamentallyit 
is the same as that of the hardware constitutions of the seller terminal 101 shown 
in drawing 2 . 

[01 78]OS707athe program which CPU706such as the coupon issue of banknotes 
and the verification processing program 707bexecuteetc. are temporarily stored in 
the memory 707. 

[01 79]HereOS707a is a program for realizing functionssuch as file 
managementprocess controland device managementin order to control the issue- 
of-banknotes person terminal 701 whole. The coupon issue of banknotes and the 
verification processing program 707b are programs for issuing a coupon to the 
consumer 200 or verifying the coupon in which verification (it is verification about 
double use of a coupon as mentioned later.) was demanded from the vender 600. 
[0180] Drawing 28 is a figure showing the hardware constitutions of the seller 
terminal 601. 

[0181]A different point from the hardware constitutions shown in drawing 2 is a 
point that the coupon verification processing program 607b is temporarily stored in 
the memory 107 instead of the coupon issue of banknotes and the verification 
processing program 107b. 

[0182]The coupon verification processing program 607b is a program for verifying 
the coupon in which use was demanded from the consumer 200. 
[0183]Nextoperation of the electronic coupon system concerning a 3rd 
embodiment is explained. 

[0184]The processing which the consumer 200 performs like a 1st embodiment 



that also mentioned following explanation **** aboveThe processing which the 
consumer terminal 201 performs and the vender 600 performs with the consumer's 
200 directions actuallyThe issue-of-banknotes person terminal 701 performs 
actually processing which the seller terminal 601 performs and the issue-of- 
banknotes person 700 performs further with the venders 600 directions actually 
with the issue-of-banknotes person's 700 directions. 

[0185] Drawing 29 is a figure for explaining operation until the consumer 200 
receives the coupon which required the issue of banknotes of the coupon of the 
issue-of-banknotes person 700and was issued by the issue-of-banknotes person 
700. 

[0186]In drawing 29 the consumer 200 assumes first that the conditions which 
receive the issue of banknotes of a coupon from the issue-of-banknotes person 
700 are fulfilled (S2000). 

[0187]The consumer 200 performs the coupon request process (SI 2400) 
mentioned laterand transmits the password 501 of the enciphered self to the 
issue-of-banknotes person 700. 

[01 88]If the password 501 is receivedthe issue-of-banknotes person 700 will 
perform coupon ticket issue processing (S7300) mentioned laterand will transmit 
the coupon 502 and the digital signature 503 of the coupon 502 to the consumer 
200. 

[01 89]If the coupon 502 and the digital signature 503 are receivedthe consumer 
200 will perform coupon reception (S12500) mentioned laterand will keep the 
received coupon 502. 

[0190]It differs in that the vender 100 has replaced with the issue-of-banknotes 
person 700 the operation shown in drawing 29 in the operation shown in drawing 4 . 
[01 91]Namelyalthough the processing flow chart of the coupon request process 
(S12400) of drawing 29 is the same as the processing flow chart of the coupon 
request process (S2400) shown in drawing 7 The point of using the public key of 
the issue-of-banknotes person 700 instead of the venders 100 public key differs 
from the point that the transmission destination of the enciphered password 501 
becomes the issue-of-banknotes person 700 instead of the vender 100. 
[01 92]Although the processing flow chart of the coupon ticket issue processing 
(S7300) of drawing 29 is the same as the processing flow chart of the coupon 
ticket issue processing (S1300) shown in drawing 8 The point (point that this 
processing is realized by the coupon issue of banknotes and the verification 
processing program 707b) that the issue-of-banknotes person 700 performs this 
processing differs from the point of using the secret key of the issue-of- 
banknotes person 700 instead of the venders 100 secret key. 
[0193]The processing flow chart of the coupon reception (S12500) of drawing 29 
is the same as the processing flow chart of the coupon reception (S2500) shown 
in drawing 9 . 

[0194] Drawing 30 is a figure for explaining operation until the consumer 200 who 
has already received the issue of banknotes of the coupon uses a coupon via the 
communications network 300 and the vender 600 verifies a coupon. 



[0195]In drawing 30 the consumer 200 who has already received the issue of 
banknotes of the coupon performs coupon use on-line processing (S2600)and 
transmits the coupon 502 which came to hand by coupon reception (S12500)and 
the password 501 of the enciphered self to the vender 600. 
[01 96]If the coupon 502 and the password 501 are receivedthe vender 600 will 
perform coupon verification processing (S6400) mentioned laterand will verify the 
received coupon 502. 

[0197] Drawing 31 is a figure for explaining operation until the consumer 200 who 
has already received the issue of banknotes of the coupon prints a couponand 
brings and uses the printed coupon for a store and the vender 600 verifies a 
coupon. 

[0198]In drawing 31 the consumer 200 who has already received the issue of 
banknotes of the coupon performs coupon use off-line processing (S2700)and 
brings the printed coupon 504 in a store. 

[01 99]If the coupon 504 which the consumer 200 brought is receivedthe vender 
600 will perform coupon verification processing (S6400) mentioned laterand will 
verify the received coupon 504. 

[0200]Respectivelyin the operation shown in drawing 5 and drawing 6 the operation 
shown in drawing 30 and drawing 31 differs only in the contents of processing of 
the coupon verification processing (S6400) which the vender 600 performsand the 
contents of processing of this processing are later mentioned for it. 
[0201]That isthe processing flow chart of coupon use on-line processing (S2600) 
of drawing 30 is the same as the processing flow chart of coupon use on-line 
processing (S2600) shown in drawing 10 . 

[0202]The processing flow chart of coupon use off-line processing (S2700) of 
drawing 31 is the same as the processing flow chart of coupon use off-line 
processing (S2700) shown in drawing 1 1 . 

[0203] Drawing 32 is a processing flow chart of drawing 30 and the coupon 
verification processing (S6400) of drawing 31 and this processing is realized by the 
coupon verification processing program 607b. 

[0204]As shown in drawing 32 in coupon verification processing (S6400)the vender 
600 performs coupon verification processing (S1200) shown in drawing 12 and 
same processingbut the contents of processing of the document verification 
processing of Step 1 1404 differ so that it may mention later. 
[0205]The vender 600 does not manage a used serial list of numberbut it is Step 
1 1406The serial number indicated on the coupon is notified to the issue-of- 
banknotes person 700and it differs in trying that I have a serial number to a used 
serial list of number registered into the issue-of-banknotes person 700. 
[0206] Drawing 33 is a processing flow chart of the document verification 
processing (Step 11404) of drawing 32 . 

[0207]As shown in drawing 33 in document verification processing (Step 1 1404)the 
vender 600 performs document verification processing shown in drawing 13 and 
same processingbut. At the point which has decoded the digital signature indicated 
on the coupon at Step 11410 using the public key of the issue-of-banknotes 



person 700and Step 11414. The serial number indicated on the coupon is notified 
to the issue-of-banknotes person 700and it differs in trying that it is asked to the 
issue-of-banknotes person 700 whether the serial number is registered into the 
used serial list of number. Thenthe vender 600 will compare the result decoded at 
Step 1 1410 with the coupon information indicated on the coupon by verification of 
Step 1411. 

[0208]Also in the electronic coupon system built over a 3rd embodiment as 
explained aboveThe digital signature of coupon information troubled like a 1st 
embodiment mentioned above if a serial numberthe term of validitythe amount of 
moneyetc. are alteredHe is trying to create the coupon which calculated using the 
secret key which is the information which only the issue-of-banknotes person 700 
knowsand indicated the calculated digital signature as data which can be viewed. 
[0209]Thereforelike [ according to the electronic coupon system concerning a 3rd 
embodiment ] a 1st embodiment mentioned aboveEven when the consumer 200 
prints and uses an electronic couponforgery and an alteration of a coupon can be 
detected by verifying the digital signature indicated on the printed coupon. 
[0210] Although the issue-of-banknotes person 700 who creates a digital signature 
differs from the vender 600 who verifies a digital signature in the electronic 
coupon system concerning a 3rd embodimentVerification of the digital signature 
according to the vender 600 by using the secret key of the issue-of-banknotes 
person 700 at the time of creation of a digital signatureand using the public key of 
the issue-of-banknotes person 700 at the time of verification of a digital signature 
is possible. Howevereven if coupon information is enciphered and it indicates the 
enciphered encipherment information on a coupon as data which can be viewed 
using the secret encryption key which only the both sides of the vender 600 and 
the issue-of-banknotes person 700 knowverification of the encipherment 
information by the vender 600 is possible. 

[021 1]He is trying to create the coupon which indicated the irreversible 
transformation value of the password which the consumer 200 presented as data 
which can be viewed like a 1st embodiment mentioned above also in the electronic 
coupon system concerning a 3rd embodiment at the time of the issue of 
banknotes of a coupon. He is trying to compare the irreversible transformation 
value of the password which showed the vender 600 the password which only the 
consumer 200 who demanded the issue of banknotes knowsand the consumer 200 
presented with the irreversible transformation value indicated on the coupon at 
the time of use of a coupon. 

[0212]Thereforeaccording to the electronic coupon system concerning a 3rd 
embodimentlike a 1st embodiment mentioned aboveeven if a coupon is stolenthe 
third party who does not know the password which the issue-of-banknotes 
demand of the coupon was shown can be prevented from using a coupon 
improperly. 

[0213]In the electronic coupon system concerning a 3rd embodimentSince it is 
convenient even if the example which indicated about the password the 
irreversible transformation value which performed irreversible transformation on 



the coupon as data which can be viewed is shownand it exhibits the irreversible 
transformation method according to this exampleVerification of the irreversible 
transformation value by the vender 600 is possibleand when the irreversible 
transformation value of a password is inharmoniousthe consumer 200 is able to 
calculate and check the irreversible transformation value of the password which 
self presented. Howevereven if it indicates about a password the encipherment 
information enciphered with the encryption method which can encipher only the 
both sides of the vender 600 and the issue-of-banknotes person 700 on a coupon 
as data which can be viewedverification of the encipherment information by the 
vender 600 is possible. 

[02 14] Also in the electronic coupon system concerning a 3rd embodimentas a 1st 
embodiment mentioned above explainedvarious modification is possible within the 
limits of the gist of this invention. 

[0215]For examplein the electronic coupon system concerning a 3rd 
embodimentwhen transmitting a password to the issue-of-banknotes person 700 
and the vender 600the consumer 200 acquires the public key of the issue-of- 
banknotes person 700 and the vender 600and is made to perform encryption 
communicationbut he does not limit this invention to this. The consumer 200 can 
use the public key after 2 timesif the public key of the issue-of-banknotes person 
700 and the vender 600 comes to hand once. As long as it can have a common 
key between the issue-of-banknotes person 700 and the vender 600and the 
consumer 200it may be made to encipher using secret key cryptosystem art. 
[0216]When transmitting a password from the consumer 200 to the issue-of- 
banknotes person 700 and the vender 600 in the electronic coupon system 
concerning a 3rd embodimentln order that the enciphered password may prevent it 
being stolen as it is and used improperlya password is enciphered with other 
information (a random number and a suitable number may be sufficient.)and it may 
be made to transmit. 

[0217]In the electronic coupon system concerning a 3rd embodimentalthough he is 
made to indicate a digital signature on a coupon as data of a numerical valuea 
characteretc. which can be viewedif viewing after printing is possible for the issue- 
of-banknotes person 700he needs a bar code etc.for example. If it indicates as a 
bar codewhen the vender 600 acquires a variety of information from the printed 
couponhe can use a bar code reader. 

[0218]In the electronic coupon system concerning a 3rd embodimentalthough the 
issue-of-banknotes person 700 is made to indicate independently the irreversible 
transformation value of the consumer's 200 passwordand the digital signature of 
coupon informationsuch as a serial numberthe term of validityand the amount of 
moneyon a couponlt may be made for a password to also calculate a digital 
signature together with coupon information. After the information on the origin 
which calculates digital signaturessuch as coupon information and a passwordat 
this time performs irreversible transformationit may be made to calculate a digital 
signature. 

[021 9] Although how the vender 600 verifies the coupon in which use was 



demanded from the consumer 200 in the electronic coupon system concerning a 
3rd embodimentand the issue-of-banknotes person 700 manages in a unified 
manner and verifies only double use of a coupon is takenThe coupon which the 
vender 600 received is shown to the issue-of-banknotes person 700 with the 
password to which it was then shownand it may be made to verify a coupon by the 
issue-of-banknotes person 700 side. It may be made to combine the both. 
[0220]If a coupon is verified by the issue-of-banknotes person 700 sidethe 
encipherment information which enciphered coupon information using the secret 
encryption key which only the issue-of-banknotes person 700 knows is indicated 
on a coupon as data which can be viewedand this encipherment information can 
be verified. The encipherment information which enciphered the password with the 
encryption method which can encipher only the issue-of-banknotes person 700 is 
indicated on a coupon as data which can be viewedand this encipherment 
information can be verified. 

[0221 ]In the electronic coupon system concerning (a 4th embodiment) and a 3rd 
embodiment mentioned above in timethe issue-of-banknotes person 700As a 2nd 
embodiment mentioned above explaineda ticket can be dealt with and only a 
different point from a 2nd embodiment and a 3rd embodiment which mentioned 
above the case where it was made suchas a 4th embodiment is explained. 
[0222]The outline composition of the electronic coupon system concerning a 4th 
embodiment is the same as the outline composition shown in drawing 26 . 
[0223] Drawing 34 is a figure showing the hardware constitutions of the issue-of- 
banknotes person terminal 701. 

[0224]A different point from the hardware constitutions shown in drawing 27 is a 
point that the ticket issue of banknotes and the verification processing program 
707c are temporarily stored in the memory 707. 

[0225]The ticket issue of banknotes and the verification processing program 707c 
are programs for issuing a ticket to the consumer 200 or verifying the ticket in 
which use was demanded from the consumer 200. 

[0226]The hardware constitutions of the seller terminal 601 are the same as the 
hardware constitutions shown in drawing 28 and the hardware constitutions of the 
consumer terminal 201 are the same as the hardware constitutions shown in 
drawing 1 6 . 

[0227]Nextoperation of the electronic coupon system concerning a 4th 
embodiment is explained. 

[0228]The consumer terminal 201 performs actually processing which the 
consumer 200 performs with the consumer's 200 directions like a 3rd embodiment 
that also mentioned following explanation **** aboveand the issue-of-banknotes 
person terminal 701 performs actually processing which the issue-of-banknotes 
person 700 performs with the issue-of-banknotes person's 700 directions. 
[0229] Drawing 35 is a figure for explaining operation until the consumer 200 
receives the 1st ticket that required the issue of banknotes of the 1st ticket of 
the issue-of-banknotes person 700and was issued by the issue-of-banknotes 
person 700. Only n tickets shall demonstrate effectwhen it collects. 



[0230]In drawing 35 firstthe consumer 200 performs the initial ticket issue-of- 
banknotes request process (S12100) mentioned laterand transmits the password 
501 of the enciphered self to the issue-of-banknotes person 700. 
[0231 ]The peculiar value ("UID" is called hereafter.) 505 given in order that the 
issue-of-banknotes person 700 might perform initial ticket ticket issue processing 
(S7100) mentioned later and might identify the group of n ticketsif the password 
501 was receivedAlthough the secret information (for examplesecret key of the 
issue-of-banknotes person 700) which only the password 501 and UID505 which 
receivedand the issue-of-banknotes person 700 know was connectedn-th 
irreversible transformation value H n (506 n ) is transmitted to the consumer 200 as 
the 1 st ticket. 

[0232]If UID505 and H n (506 n ) are receivedthe consumer 200 will perform ticket 
reception (S12200) mentioned laterand will keep UID505 and H n (506 n ) which 
received. 

[0233]It differs in that the vender 100 has replaced with the issue-of-banknotes 
person 700 the operation shown in drawing 35 in the operation shown in drawing 

12- 

[0234]Namelyalthough the processing flow chart of the initial ticket issue-of- 
banknotes request process (S12100) of drawing 35 is the same as the processing 
flow chart of the initial ticket issue-of-banknotes request process (S2100) shown 
in drawing 19 The point of using the public key of the issue-of-banknotes person 
700 instead of the vender's 100 public key differs from the point that the 
transmission destination of the enciphered password 501 becomes the issue-of- 
banknotes person 700 instead of the vender 100. 

[0235]Although the processing flow chart of the initial ticket ticket issue 
processing (S7100) of drawing 35 is the same as the processing flow chart of the 
initial ticket ticket issue processing (S1 100) shown in drawing 20 The point (point 
that this processing is realized by the ticket issue of banknotes and the 
verification processing program 707c) that the issue-of-banknotes person 700 
performs this processing differs from the point of using the secret key of the 
issue-of-banknotes person 700 instead of the venders 100 secret key. 
[0236]The processing flow chart of the ticket reception (S12200) of drawing 35 is 
the same as the processing flow chart of the ticket reception (S2200) shown in 
drawing 21 . 

[0237] Drawing 36 is a figure for explaining operation until the consumer 200 
receives the ticket after the 2nd sheet that required the issue of banknotes of the 
ticket after the 2nd sheet of the issue-of-banknotes person 700and was issued by 
the issue-of-banknotes person 700. 

[0238]In drawing 36 firstwhen receiving the issue of banknotes of the 2nd ticketthe 
consumer 200The ticket issue-of-banknotes request process (S12300) mentioned 
later is performedand the password 501 of the enciphered selfand UID505 and H n 
(506 n ) which came to hand by the ticket reception (S12200) of the 1st sheet are 
transmitted to the issue-of-banknotes person 700. 

[0239]If the issue-of-banknotes person 700 receives the password 501UID505and 



H n (506 n )The password 501 and UID505 which performed ticket ticket issue 
processing (S7200) mentioned laterand receivedand H n (506 n )From the secret key 
of the issue-of-banknotes person 700H n _ 1 (506 n _.,) is calculated and calculated H n _ 
! (506 nH ) is transmitted to the consumer 200 as the 2nd ticket. 
[0240]Ticket reception (S1 22200) will be performed and the consumer 200 will 
keep H n _ 1 (506 which receivedif (506 nH ) is received. 
[0241]Similarlywhen receiving the issue of banknotes of the m+1st (1 <=m<n) 
ticketsthe consumer 200A ticket issue-of-banknotes request process (S12300) is 
performedand the password 501 of the enciphered selfand UID505 and H n _ (m _ 0 
(506 n _ (mH) ) which came to hand by the ticket reception (S12200) of the m-th sheet 
are transmitted to the issue-of-banknotes person 700. 

[0242]lf the issue-of-banknotes person 700 receives the password 501UID505and 
H n _ (m _ 1) (506 n _ (m _ l) )The password 501 and UID505 which performed ticket ticket 
issue processing (S7200)and receivedand H n _ (m _ 1} (506^.^ )From the secret key of 
the issue-of-banknotes person 700H n _ m (506 n _ m ) is calculated and calculated H n „ m 
(506 n _ m ) is transmitted to the consumer 200 as the m+1st tickets. 
[0243]Ticket reception (S1 22200) will be performed and the consumer 200 will 
keep H n _ m (506 n _ m ) which receivedif H n _ m (506 n _ m ) is received. 
[0244]Thusfor the consumer 200 to be able to collect n tickets and demonstrate 
the effect of these n tickets. A ticket issue-of-banknotes request process 
(S12300) is performedand the password 501 of the enciphered selfand UID505 and 
H 1 (506 j) which came to hand by the ticket reception (S12200) of the n-th sheet 
are transmitted to the issue-of-banknotes person 700. 

[0245]If the issue-of-banknotes person 700 receives the password 501UID505and 
Hi (506 ^Ticket ticket issue processing (S7200) is performedand from the 
password 501 and UID505 which receivedH 1 (506 ^and the secret key of the 
issue-of-banknotes person 700the consumer 200 checks having collected tickets 
and performs only n n ticket collection end processing (S7250). 
[0246]It differs in that the vender 100 has replaced with the issue-of-banknotes 
person 700 the operation shown in drawing 36 in the operation shown in drawing 
18. 

[0247]Namelyalthough the processing flow chart of the ticket issue-of-banknotes 
request process (S12100) of drawing 36 is the same as the processing flow chart 
of the ticket issue-of-banknotes request process (S2300) shown in drawing 22 It 
differs in that the transmission destination of the point of using the public key of 
the issue-of-banknotes person 700 instead ofthe enciphered password 501 and 
UID505 savedand H m becomes the issue-of-banknotes person 700 instead ofthe 
vender 100. [ the vender's 100 public key ] 

[0248]Although the processing flow chart of the ticket ticket issue processing 
(S7100) of drawing 36 is the same as the processing flow chart ofthe ticket ticket 
issue processing (S1200) shown in drawing 23 The point (point that this processing 
is realized by the ticket issue of banknotes and the verification processing 
program 707c) that the issue-of-banknotes person 700 performs this processing 
differs from the point of using the secret key of the issue-of-banknotes person 



700 instead of the vender's 100 secret key. 

[0249]The processing flow chart of the ticket reception (S12200) of drawing 36 is 
the same as the processing flow chart of the ticket reception (S2200) shown in 
drawing 21 . 

[0250]Although the effect demonstrated when only n tickets are collected can 
differ according to the venders 100 sales policySince the issue-of-banknotes 
person 700 is made to judge whether only n tickets were collectedthe issue-of- 
banknotes person 700 shall perform ticket collection end processing (S7250) of 
drawing 36 . 

[0251] Also in the electronic coupon system built over a 4th embodiment as 
explained aboveLike a 2nd embodiment mentioned above from what connected UID 
for identifying the group of the secret key of the issue-of-banknotes person 700 
who is the secret information which only the issue-of-banknotes person 700 
knowsthe password which is the information which only the consumer 200 
knowsand n tickets at the time of the issue of banknotes of a ticket. 
Repeatcalculate an irreversible transformation value and in n-th irreversible 
transformation value H n the n-1st irreversible transformation value H n _ 1 — the turn 
of 2nd irreversible transformation value H 2 and 1st irreversible transformation 
value H,. He is trying to reply each irreversible transformation value to the 
consumer 200. He is trying to transmit H m and UID which were transmitted from 
the consumer 200 1 time ago to the issue-of-banknotes person 700and a 
password. The data required to calculate an irreversible transformation value for 
every consumer 200 is made to be transmitted from the consumer 200 to the 
issue-of-banknotes person 700. 

[0252]Thereforeeven if a ticket is stolen [ according to the electronic coupon 
system concerning a 4th embodiment ] on a channel like a 2nd embodiment 
mentioned above in addition to the effect by a 3rd embodiment mentioned 
aboveThe third party who does not know a password can be prevented from using 
a ticket improperlyand it becomes unnecessary to manage how many tickets were 
already issued every consumer 200 by the issue-of-banknotes person 700 side. 
[0253]Also in the electronic coupon system concerning a 4th embodimentas a 3rd 
embodiment mentioned above explainedvarious modification is possible within the 
limits of the gist of this invention. 

[0254]For examplein the electronic coupon system concerning a 4th 
embodimentalthough the issue-of-banknotes person 700 is made to calculate an 
irreversible transformation value by using the secret key of the issue-of- 
banknotes person 700 at the time of the ticket issue of banknotesSince this 
calculation is good if incalculable except issue-of-banknotes person 700if the 
algorithm of irreversible transformation is disclosureit is not necessary to use the 
secret key of the issue-of-banknotes person 700. 

[0255]In the electronic coupon system concerning a 4th embodimentAlthough the 
issue-of-banknotes person 700 transmits UID to the consumer 200 at the time of 
the initial ticket issue of banknotesand the consumer 200 keeps the UID and is 
made to transmit kept UID from the consumer 200 to the issue-of-banknotes 



person 700 after thatlt may be made to transmit UID from the issue-of-banknotes 
person 700 to the consumer 200 each time at the time of the ticket issue of 
banknotes. 

[0256]Although the issue-of-banknotes person 700 is made to reply the 
irreversible transformation value calculated from the secret key of the issue-of- 
banknotes person 700the passwordand the thing that connected UID at the time 
of the ticket issue of banknotes to the consumer 200 in the electronic coupon 
system concerning a 4th embodimentWhat connected a password and UID is 
enciphered using the secret encryption key (for examplesecret key of the issue- 
of-banknotes person 700 in a public-key crypto system) which only the issue-of- 
banknotes person 700 knowsand it may be made to reply the enciphered 
encipherment information to the consumer 200. The issue-of-banknotes person 
700 in detail based on encipherment information of what connected a password 
and UIDEncipherment information H i+1 of encipherment information H; (1 <=i<n) is 
calculated one by onelt may be made to reply each encipherment information to 
the consumer 200 in n-th encipherment information H n the n-1st encipherment 
information H n _ 1 — the turn of 2nd encipherment information H 2 and 1st 
encipherment information H v 

[0257]Although the issue-of-banknotes person 700 is made to reply the 
irreversible transformation value calculated from the secret key of the issue-of- 
banknotes person 700the passwordand the thing that connected UID at the time 
of the ticket issue of banknotes to the consumer 200 in the electronic coupon 
system concerning a 4th embodimentWhat connected the number-of-sheets 
information which shows a passwordUIDand the how many ticket it islt enciphers 
using the secret encryption key (for examplesecret key of the issue-of-banknotes 
person 700 in a public-key crypto system) which only the issue-of-banknotes 
person 700 knowsand may be made to reply the enciphered encipherment 
information to the consumer 200. If it does in this waythe issue-of-banknotes 
person 700 can know how many tickets the consumer 200 collected using the 
number-of-sheets information acquired as a result of decoding the encipherment 
information transmitted to the issue-of-banknotes demand of a ticket using the 
secret encryption key which only the issue-of-banknotes person 700 knows from 
the consumer 200. 

[0258]In the electronic coupon system concerning a 4th embodimentalthough the 
issue-of-banknotes person 700 is made to transmit an irreversible transformation 
value to the consumer 200 at the time of the ticket issue of banknotesThe ticket 
indicated as data which can view an irreversible transformation value as well as 
the coupon explained by a 1st embodiment mentioned above is createdand it may 
be made to transmit the ticket as a document to the consumer 200. 
[0259]Like the coupon explained by a 1st embodiment mentioned above also in the 
electronic coupon system concerning a 4th embodimentfrom the issue-of- 
banknotes person 700 to the consumer 200 with a ticket. If the digital signature of 
the whole ticket may be made to be transmitted and it does in this wayit is 
verifiable whether the received ticket is altered by the consumer 200 side who 



received the issue of banknotes of the ticket. 
[0260] 

[Effect of the Invention]Since the unauthorized use of the coupon by forgery of a 
couponan alterationand a third party can be detected even when the coupon 
issued electronically is printed and used according to this inventionas explained 
aboveConsumers can use now the coupon issued electronically not only in the 
virtual store established on the network but in the store which exists actually. 
[0261]According to this inventionsince it becomes unnecessary to manage 
consumers by the side which issues a ticket when only two or more sheets are 
collected and it deals with the ticket which demonstrates effectthe time and effort 
of the side which issues a ticket can be reduced. 
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[Brief Description of the Drawings] 

[Drawing 1] The outline lineblock diagram of the electronic coupon system 
concerning a 1st embodiment. 

[Drawing 2] The hardware-constitutions figure of the seller terminal in a 1st 
embodiment. 

[Drawing 3] The hardware-constitutions figure of the consumer terminal in a 1st 
embodiment. 

[Drawing 4] The explanatory view of operation until consumers receive the coupon 
which required the issue of banknotes of the coupon of the venderand was issued 
by the vender among operations of the electronic coupon system concerning a 1st 
embodiment. 

[Drawing 5] The explanatory view of operation until the consumers who have 
already received the issue of banknotes of the coupon among operations of the 
electronic coupon system concerning a 1st embodiment use a coupon via a 
communications network and a vender verifies a coupon. 
[Drawing 6] The explanatory view of operation until the consumers who have 
already received the issue of banknotes of the coupon among operations of the 
electronic coupon system concerning a 1st embodiment print a couponand bring 
and use the printed coupon for a store and a vender verifies a coupon. 
[Drawing 7] The processing flow chart of the coupon request process of drawing 4 . 
[Drawing 8] The processing flow chart of the coupon ticket issue processing of 
drawing 4 . 

[Drawing 9] The processing flow chart of the coupon reception of drawing 4 . 
[Drawing 10] The processing flow chart of coupon use on-line processing of 
drawing 5 . 

[Drawing 1 1] The processing flow chart of coupon use off-line processing of 
drawing 6 . 

[Drawing 12]Drawing 5 and the processing flow chart of the coupon verification 
processing of drawing 6 . 



[Drawing 13j The processing flow chart of the document verification processing 
performed at Step 1404 of drawing 1 2 . 

[Drawing 14] The explanatory view showing an example of the form of the coupon 
issued with the electronic coupon system concerning a 1st embodiment. 
[Drawing 1 5] The hardware-constitutions figure of the seller terminal in a 2nd 
embodiment. 

[Drawing 1 6] The hardware-constitutions figure of the consumer terminal in a 2nd 
embodiment. 

[Drawing 1 7] The explanatory view of operation until consumers receive the 1st 
ticket that required the issue of banknotes of the 1st ticket of the venderand was 
issued by the vender among operations of the electronic coupon system 
concerning a 2nd embodiment. 

[Drawing 18] The explanatory view of operation until consumers receive the ticket 
after the 2nd sheet that required the issue of banknotes of the ticket after the 
2nd sheet of the venderand was issued by the vender among operations of the 
electronic coupon system concerning a 2nd embodiment. 

[Drawing 19] The processing flow chart of the initial ticket issue-of-banknotes 
request process of drawing 1 7 . 

[Drawing 20] The processing flow chart of the initial ticket ticket issue processing 
of drawing 17 . 

[Drawing 21]Drawing 17 and the processing flow chart of the ticket reception of 
drawing 18 . 

[Drawing 22] The processing flow chart of the ticket issue-of-banknotes request 
process of drawing 18 . 

[Drawing 23] The processing flow chart of the ticket ticket issue processing of 
drawing 18 . 

[Drawing 24] The explanatory view showing signs that an irreversible 
transformation value is calculated at Step 1105 of drawing 20 . 
[Drawing 25] The explanatory view showing an example of a display with the 
consumer terminal in a 2nd embodiment. 

[Drawing 26j The outline lineblock diagram of the electronic coupon system 
concerning a 3rd embodiment. 

[Drawing 27] The hardware-constitutions figure of the issue-of-banknotes person 
terminal in a 3rd embodiment. 

[Drawing 28] The hardware-constitutions figure of the seller terminal in a 3rd 
embodiment. 

[Drawing 29] The explanatory view of operation until consumers receive the 
coupon which required the issue of banknotes of the coupon of the issue-of- 
banknotes personand was issued by the issue-of-banknotes person among 
operations of the electronic coupon system concerning a 3rd embodiment. 
[Drawing 30] The explanatory view of operation until the consumers who have 
already received the issue of banknotes of the coupon among operations of the 
electronic coupon system concerning a 3rd embodiment use a coupon via a 
communications network and a vender verifies a coupon. 



[Drawing 31] The explanatory view of operation until the consumers who have 
already received the issue of banknotes of the coupon among operations of the 
electronic coupon system concerning a 3rd embodiment print a couponand bring 
and use the printed coupon for a store and a vender verifies a coupon. 
[Drawing 32]Drawing 30 and the processing flow chart of the coupon verification 
processing of drawing 31 . 

[Drawing 33] The processing flow chart of the document verification processing 
performed at Step 1 1 404 of drawing 32 . 

[Drawing 34] The hardware-constitutions figure of the issue-of-banknotes person 
terminal in a 4th embodiment. 

[Drawing 35] The explanatory view of operation until consumers receive the 1st 
ticket that required the issue of banknotes of the 1st ticket of the issue-of- 
banknotes personand was issued by the issue-of-banknotes person among 
operations of the electronic coupon system concerning a 4th embodiment. 
[Drawing 36] The explanatory view of operation until consumers receive the ticket 
after the 2nd sheet that required the issue of banknotes of the ticket after the 
2nd sheet of the issue-of-banknotes personand was issued by the issue-of- 
banknotes person among operations of the electronic coupon system concerning a 
4th embodiment. 
[Description of Notations] 

100600 -- A vender200 , - 200 n — Consumers700 — An issue-of-banknotes 
person101601 1 - 601 n — Seller terminal201 , - 201 n — A consumer terminal701 
— Issue-of-banknotes person terminal300 — A communications 
networkl 02202702 — Communications network interfacel 03203703 — A 
display 104204704 — Input devicel 05205705 — Memory storage 106206706 — 
Central processing unit (CPU)1 07207707 — A temporary memory (memory)208 — 
Printerl 10210710 — A bus107a207a707a — Operating system (OS)107b707b — 
The coupon issue of banknotes and a verification processing program107c707c — 
The ticket issue of banknotes and a verification processing program207b — A 
coupon demandreception and a calling processing program607b — Coupon 
verification processing program207c [ — A digital signature504 / — The 
coupon505 which were printed / — UID506 , - 506 n / — An irreversible 
transformation value507 / — Secret key. ] — A ticket demandreception and a 
calling processing program501 — A password502 — A coupon503 



